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Section 0: Welcome

Sammy Kayali

H

Advanced Microprocessor Radiation Testing
Technical Peer Review ;

*The Remote Engineering and Exploration (REE) Project is
evaluating the use of advanced commercial microprocessors for
on-board data processing in spacecraft . One of the project’s main
thrusts has been radiation testing of the Power PC750
microprocessor, a high-performance processor with power
dissipation of 6 Watts. =

*The purpose of this review is to provide a critique of the results of
the work completed at this point, along with the proposed direction
of subsequent work planned for this fiscal year.

w

L Key Objectives of the Peer Review

Requested Outputs

» Convene a group of qualified experts to review progress,
technical quality, objectives and future direction for the study.
« Evaluate specific findings of the study, including the following
areas:

(a) Test techniques and methods used for testing these

complex devices

{b) Specific test results and data analysis methods

{c) Validity of the test results and methods of estimating
srror rates in space
* Provide a formai critique of the work that represents the
consensus view of the review panel.
« Assess the feasibility of using acquired experimental test data in
the development of effective fault tolerance methods and tools.

« Individual responses to evaluation form.

« Brief consensus summary report by the committee,
coordinated by E-mail.

« Specific comments from individual review board members,
as deemed necessary.

Outline
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Proton Test Resuits Doug Millward
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Data Analysis Methods Doug Miliward
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Error Rate Calculation Larry Edmonds
Error Rate Results Gary Swift

Conclusion and Near-Term Plans Gary Swift
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Project Manager: Robert Ferraro
Deputy Project Manager: Mukund Gangal

Project Scientist: James C. Ling

What is REE?

+ REE is a technology project funded by NASA Code S for developing an onboard
supercomputing capability for space applications.

« REE is one of tive projects under the NASA HPCC Program. The other four
projects are:
- CAS-Comp { A p
— ESS - Earth and Space Sciences
— LT - Leaming Technologies and

_ NREN - NASA Research and Educational Network

o The goal of REE is to use the state of the art ial-of-the-shelt P
technology in space to significantly enhance the scientific objectives of the
mission at a greatly reduced cost.

+ REE will achi board puting capability ot >300 MOPS/watt scalable to
mission requirements. The current RAD6000 (the state of the art radiation
hardened microprocessor) single board computer operates at - 1 MOPS/watt.

NASA HPCC Project & Goals

REE (Remote Exploration and Experi ): (1) D ate a pr for rapidty
ferring ial high per p gy into uitra-low power, fault
tolerant for space. (2) Ds that high-performance onboard processing
capability enables a new class of science il tion and high remote op
CAS (Compt | Aerosp Enable impi to NASA i
and capabilities in asrospace transportation through the development and application of high
les and the of thess Hogies Into the NASA and

per P
National aerospace community.

ESS (Earth and Space Sciences): Demonstrate the power of high end and scalable cost
tfect to further our ing and ability to predict the

i of phy ical, and pr ffecting the Earth, the
solar-terrestrial environment, and the universe.

LT (Learning Technoclogies): To research and develop products and services that use
NASA content and that faci the of to the ]
process for formal and informal education and life long Leamning.

NREN (NASA Research and Educational Network): Extend U.S. technological
Jeadership in computer communications through ressarch and deveiopment that advances
leading edge networking technology and services, then apply these enhanced capabilities to
NASA mission and sducational services.
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Space Flight Avionics & Microcomputer
Processor History

Rad-hard components are ajways
at least 2 generations behind
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" REE Critical Technology Deveiopment

« Viability of COTS Hardware for Space Missions
— Commercial Technology Family viability prediction
+ Characterizing ial P it t togies with respect to
radiation hard! and ptibility to single event effects to a level that
allows modsling and prediction of their behavior In a space environment
without exhaustive testing
_ Low cost hardware solutions to mitigating single event effects and
attain mission life reliability
« Memory organization, watchdog timers, tault tolerant controllers and
Interfaces tor assembling COTS boards into a system

- Low cost packaging and bly hods for dealing with
Jaunch/landing shock & vibration, and in-space thermal management
. c Ial " a | " o
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REE Critical Technology Development

» Software Methods for maintaining system reliability and availability
in the presence of random transient errors and permanent faults
~ Highly reliabie system level error detection and recovery
* Software layer to detect h , operating system, and app h
pr , and Y toa g Sy state
- Low overhead applications error detection and recovery

« Application specific error detection methods that do not require replication
of the computation

* Fast recovery methods for restoring correct applications state
+ Space Radiation Environment Effects Simulation Capability
— Random transient error injection that repli the errors predicted
by the space environment modeis and can be tailored to specific
mission orbits or trajectories
- System monitoring functions that allow the observation of the effects
of ient errors on software

~ REE Demonstration Flight Applications

REE Major Milestones
(replan)

| REE Testbed Flight Prototype - 9704

40 MOPS/watt
o Fauitinjection Capabitty oy oy
14 99 Avalisbiity
200 MOPS/watt
3 applications @ 10X FYO4
Rad-hard processor Throughput

Intsgrated System 1st Demo 6/02

»P ons
.29 Refiability at relevant teult rate

Methodology Overview

Validate
Radiation
Fault Model

YRK) popIaLIAINS ©

Reliabitity, and
System Performance
Performability Estimates




REE DASC

REE Two-Level Architecture

Processing Element - Direct Use Of COTS For Maximum System impact
« Highest performance-powsr based on latest commodity microprocessars

= Direct iaverage of COTS software investments

* Specific and OS are of core

Node Controller - Enables Rapid Technology insertion Cycles

* Open i neutral i

 Provides reliable control and communications to REE systems

» Low powar dasign for *systam on a chip” i ion for space flight
Scalable Network

« COTS standard network with fong technology life wdc

= Scalabie, high dth for

« Fault rasilient to enable refiable space systam appimnon

REE DASC

REE Node Architecture
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REE DASC

REE First Generation Testbed

A —_ = == REE Testbed
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'REE DASC

Myrinet Scalabe Network

Myrinet Technology
* Full-duplex 1.28+1.28 Gbivsec links
+ Low-latency cut-through muit-stage
switches
* Flexible topology support
+ Maximum limit of 64,000 nodes
» Sell-configuring support
Variable packet length
* Message protocol neutral
* Packet CRC at each link
* Low-voltage intarfaces
* Future upgrade to 2x bandwidth

A
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REE DASC

REE Testbed Programming Model

- REE Programming Model is a Distributed System with Message Passing:

- An independent operaling system per procassor

~ Multiple processes per processor, both user lavel and supervisory levet
« All supaervisory lavel ) share the sams address space
» All user procass have separate, pmlected address spaces
« Muilti-threading of both user and supervisory processes is fully supported

~ Muitiple processes per processor. Processes can control other processes.

— Applciations consist of one or more processes that communicate among themselves
. W'mm a processor, communications is through sither shared mamory of message passing

P ions is through passing

4
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REE DASC

Portable Application Programming Interfaces

+ Portable Application Programming Interfaces:
- MP112
+ Subset chosen for best value
* Support muiti-threaded processas
+ Support multiple independent processas
* C, C++, and Fortran bindings
« Demonstrate MPI-IO subset built on MP!
- COTsOs
+ Standard Unix File 11O
+ Threads (Posix 1003.1¢}
* Sockats (Posix 1003.19)
+ NFS and RPC
+ Process and Memory Management (Posix 1003.1)
« Posix 1003.1b real-ime axtensions
— Numerical Procassing Library (COTS)

2 Fam
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REE DASC

Node Controiler Hardware Fault Toierance Support

NC Processor support BIT controt, heatth and status support feckities
~itegal mstructon iterust « Facality for 3T zontrol, tault logging, and
*Mermory management unit reporting for node

de startup support *System bus umeot walchdog ~ Faciky for orenary-redundant network nterface

>GA foad trre out “Mormary PCH accass brctactor nabie and cowet contol

“onGARM startup e ol ~Sackor CRC check an sxternal NVM (SW),

0 node restant ! anusdo
rode o *Watonaog tmers o

wpport
<Pavarmeter Table RAM paiity check
«Message evel CRIC check and seporting

Myrtnet tadeic UF support
*Redunaart ~etwork FIFO intertaces

Power Control ¥F Support (parallel VF)
«Node cantrol

[ mmetemented in FPGA

REE DASC

REE Testbed Configuration
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4 LAN Ponts 1o
Sun Work Stustions
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REE DASC

Following Charts Were Not On The DASC Paper
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REE DASC

Standard VME Chassis

REE DASC

REE Software Architecture

Node
Controiler

PPC 750

Sun workstation

[ w1 ]

TR BT TS

55 0N B BN

3
sanoeas 7




REE DASC

The REE Software Architecture
Node Controller Node Processing Element
! . hication Code
e S it
Wf.m o * Process and Memory Mgmt
i File VO
Juift In Test :
MP1 and Sockats
“ower Managemant . . .
g e = Stane lormaton
Srofiing
Contre = Fault iInjection
— - * Performance Monitoring

Common REE GUI

System Status
“ault injection

Development Environment
ication Code

.
* Numerical Processing Lib

©C, C++, Fortran Compilers
* Source Level Debugger

* Memory Analyzer
« MP1 Analysis Tools
* Timing Evant Analyzer
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External Peer Review
Section 2: Background

Allan Johnston

Qutline

Earlier Approaches for Microprocessor Testing
- Register tests
- Application software
- “Golden” chip
- Watchdog timer to define hangs and crashes
General Testing Issues
- Operational conditions
~ Error latency
Practical Testing Issues
— Flip-chip construction
— Power dissipation
Earlier Test Results
General Scaling Issues

W

Earlier Testing Approaches

Register-Level Testing
- Reduces results to familiar terms

— May be extended to realay@si@o00
—~ Doesn't adequately test microprocessor core

Application Software
— Difficult to extend to other applications
— Resuits highly variable

Golden Chip
- Lockstep comparison
- Provides clock-cycle error visibility

Operating Systems

Machine Language
— No operating system
- Software development and monitoring difficult for advanced devices

Board-Levei Operating System
— Primitive with minimum overhead
- Provides I/0, status and easy interfacing

Higher-Level Operating Systems
- Extremely complex

- Mask processor activity

- Very limited internal visibility

RADG6000 Processor

Version Q0
~ Hardened for total dose, but not for single-event upset

— SEU data on Version 1 from manufacturer used to calculate upset
rates for Pathfinder

Version 1
— This version flown on Pathfinder
— Hardened for single-event upset

. intemal regi were overlooked

* Intermediate SEU hardness

+ Ona possible efror in 9-month mission (“quiet” period)
Version 2

-~ Fixed oversights in Version 1
— Advertised register error rate 5.3 x 10% errors per bit-day

Radiation Test Results for RAD6000

106 T T T T T T T T T

Applies to Version 1
107 |- (not alf registers successfuily hardened) 4

Cross Section (cm? /bit}
2
T
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Augmentation of Register-Level Testing

Status Monitoring
- Provides additional visibility
- Easily implemented
Adding Additional Processor Functions
- Cache
~ Floating point operations

Watchdog Timer

Practical Testing Issues

Flip-Chip Bonding
- Eliminates ability to “delid” device
- SEU testing still possible with extremely energetic ions
— Back irradiation provides an alternative approach
* Mechanical “thinning” reduces range requirement
» May not be equivalent to top irradiation
« Thinning may alter davice properties

Power Dissipation
- Power PC750 dissipates 6W at full speed
— Ditficuit issue in vacuum chamber
- Heating may be worse for thinned samples

Single-Event Upset Results for PC603e
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Proton Upset Resuits for Advanced Intel Processors
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Intel Processor Tests

Intended for Space Station Application
- Dominated by protons (no heavy ion testing done)
- Used high-level operating system

Two types of software
- DOS-based program
— NT-based program

Operating System “Crashes” Dominated
— Register error not observed in many of the runs
— Results difficult to compare with more basic tests

R R



Other Considerations

Newer Processors Are More Complex
~ Larger number of registers
- Cache memory nearly always used
~ increases chip error rate
Processors “Crash” Frequently During Radiation Testing
-~ Many possible operational failures
- Nearly impossible to categorize
— Crashes in applications may be difficult to deal with
» ldentification and latency
* Recovery modes
Crashes Very Infrequent in Hardened Processors

Dealing with “Hangs”

“Hangs” Intertere with Error Rate Measurements
— Affect statistical uncertainty of measurements
- Difficult to categorize

Ways to Minimize Effect of “Hangs”
-~ Use very simple test algorithms
— Vaiidate partial runs

“Strip Chart” Approach for Error Recognition

Other Considerations

SEU Rates in Commercial Processors Are Not Controlled
- SEU sensitivity and upset rate may change with manufacturing
improvements (not a factor for hardened processors) LR,

Frequent testing required for critical applications

Commercial Processors Appear Satisfactory for Non-Critical
Data Processing

~ Substantiat risk if used for spacecraft control or critical data

- Error rates unacceptable during solar flares

- Processor crashes not thoroughly characterized

— Spacecraft control generally does not need processing speed of
advanced devices
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Device Scaling: Early Results by Petersen, et al.
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DRAM Scaling: Basic Design
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DRAM Scaling: Proton Upset

Scaling Trends (after Davari)

Late
Parameter 1080°'s | 1992 1995 1998 | 2001 | 2004
Supply voitage (V)
High pertormance 5 5/3.3 3325|2518 | 1.5 1.2
Low power - 3.3/25 | 2515 1512 1.0 1.0
Lithog. resolution /um) 1.25 08 0.5 0.35 0.25 0.18
Channel langth ipm) 09 | 0.6/0.45]0.35/0.25)|0.2/0.15| 0.1 0.07
Gate oxida thickriess (nm) 23 15/12 /7 6/5 3.5 25
Relative density 1.0 25 6.3 12.8 25 48
Relative speed
High performance 1.0 1.4/20 | 2.7/34 | 4.2/51 | 7.2 9.5
Low power - 1.0/1.6 | 2.0/24 | 3.235| 45 7.2
20

Scaling for Microprocessors

Compiex Problem with Several Competing Factors
— Charge collection

-~ Critical charge

— Device area

-~ 3-D charge coliection

Logic Transients Expected for Extreme Scaling
- Noise margin decreases as logic leveis drop
~ Threshoid voitage doesn’t scale
- Clock, logic design partially overcomes these limitations
« Clock design is extremely complex
» Corrects for skew: allows operation at extremely high speed

- Logic transients will likely increase processor upset rates to
unacceptabie fevels

13
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Feature Threshold LET
Device Manuf. Year Size (approx.) (MeV-cm?/mg)
Z-80 Zilog 1986  3um 15-25
8086 Intel 1986 1.5 ym 15-25
80386 Intel 1991 0.8 um 2-3
68020 Mot. 1992 0.8 um 1.5-25
£LS64811 LSI 1993 1.2 um 2-25
90C801 MHS 1993 1.2 ym 2-25
80386 Intel 1996 0.6 um 2-3
PC603e Mot. 1997  0.4um 17-3
Pentium intel 1997 0.35um 2-3
Power PC750 Mot. 2000 0.25 um 2-25
2
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Continue to Use Hardened Processors for Spacecraft Control
and Critical Data
- RAD600Q Is Proven Commodity
+ Reliable levet of hardnass.in space - proven history
« Doss not require pariodic testing and qualification
» Froe from strange error modes and crashes

Commercial Processors Attractive for Less Critical Use
— Higher speed, more processing power
- May be turned off or ignored during solar flares
— More work needed to evaluate operational integrity in applications
- Scaling effects may cause efror rates to be worse for future
generations

- Commercial operating systems introduce complications and higher
error rates
2
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Section 3: Test Approach
Gary Swift

Outline

Philosophical Choices

— Register v. application testing
- “Golden chip” v. self-test

— Buy v. Build test platform
Overview of Approach Taken
—Static memory testing

— Pseudo-static processor testing
Other Considerations

- Use of JTAG boundary scan

— Validation of approach
Generic Approach Altemative

— How it works

— Advantages and disadvantages

»

Register v. Application Tests

Register Testing Yields “Fundamental” information

Register
Tost
Resuits
n Application
. Test
Average Results
Duty Cycle
for
Each Register

Register v. Application Tests

Calculation Of Space Upset Rates

Reglater
Tent
Results \
Application
Susceptibitity
Average
onaee |
Each Register
Test ” Flight
Application —— [ > Application
Resuits Results

Golden chip v. self tests

Finessed this by doing {almost) nothing during the beam
— One word infinite loop during beam- HERE: Jump to HERE
User breaks out with “external interrupt”
Self-inspection, if any, goes on out-of-beam
— Requires processor functionality post-beam
* Raesat or even power cycle may be okay
Added half second snapshot stripchart in memory
* Now "only” 99.9% in intinite loop

Does not preciude virtual goiden chip testing later, as needed

Buy v. Build Considerations

Evaluation Board ailows:
~ Testat speed
~ Quick to first test
- Adequate to build on (?)
Minimize efforts for Maximum Resuits
- Minimize custom hardware
- Minimize machine coding
Automate (and Maximize) Data Collection
Leverage Existing Rad Group Resources




“Yellowknife” Development Board with
Processor/Cache Module (PCM)

Buy v. Build Considerations

Evaluation Board allows:

— Test at speed

— Quick to first test

- Adequate to build on (?)
Minimize efforts for Maximum Results

- Minimize custom hardware

- Minimize machine coding
Automate (and.Maximize) Data Collection
Leverage Existing Rad Group Resources

Boundary Scan

Overview of “Pin Wiggler” Method

External e
A
External
pinin e

Answer.

External
pin out

Giant Shift Register

Normal

i
‘ from register comparison

DuUT

" running
self-inspection —_—

program

-inspection programl

Record with
“strip chart” at
regular intervals

Generic Test Approach: Pin Wiggler

Generic Test Approach: Pin Wiggler




“Pin Wiggler” Self-inspection Program

n= lirst
INIT = hb

* All branches equal
* Hard-code values
* Unroll loops
* Fill unused program
memory with:
Jump To Start

Pin Wiggler Example: PIC 16C505 upsets

Pin Wiggler Example: PIC 16C505 (w/ SEFI)

200
F-19, LET=5.3,
- 150 1
§ Beam off
o
o
o 100
w
L
50 4
0 ' , + +
5 5 15 25 35 45 S5 65 75 85 95 105 115
time (s)
14
Pin Wiggler Example: AIC51 - 11 latchups
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Pin Wiggler Example: AIC51 - Loop counter
600

-5 5 15 25 35 45 55 85 75 85 95 W5 115
time (s)

Pin Wiggler Exampie: AIC51 - Upset results
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L 18000
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; 14000
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10000
i . 8000
.
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Conclusion

Test Approach Using “Yellowknife” Development Board

“Pin Wiggler” is:
- simple
- data rich

but has limitations of all register testing
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Radiation Evaluation of the PowerPC 750
Microprocessor

External Peer Review
Section 4: Proton Test Results

Doug Millward

Qutline

Introduction to Proton Testing
Test Facilities

- Indiana University Cyclotron Facility (lUCF)

— UC Davis Crocker Nuclear Laboratory (CNL)
Power PC 750 Proton SEU Data

~ Registers (FPR, GPR, SPR)

- L1 Cache

- L1 Cache Tags/Flags

Discrepancy between facilities at 60-65 MeV
Comparison to earlier PowerPC 603e data

Introduction to Proton Tests on MPC750

Proton Facilities

* Proton tests more straightforward than heavy-ion tests.
— Done in air rather than vacuum
— Allow easy development and checkout of test hardware/software
— Provide estimate of device behavior in subsequent Hi tests
* Checkout of hardware/software in proton environment indicated
significant effect of program “hangs”.
- in our tests, processor needs to run successfully to identify internal
errors, therefore program “hangs” limit/negate data
- Program modified to reduce effect of “hangs”
* Software modified to minimize processor activity
* Hardware and software simplified as much as possible
- Test approach modified to mitigate effect of “hangs”
* JTAG probe used to capturs pre- and post-beam register contents
» Strip Chart generated showing near real time register contents
* Uss of jow-fluence runs produced good data with minimum “hangs”

Indiana University
~ “Raw beam” is 200 MeV
— Lower energies obtained by interposing Cu degraders
- Results in spread of energies, particularly with thick degraders
+ Up to 3.3 em of copper used to degrade beam
* Tests with 60-MeV degraded beam overlap maximum energy at Davis

UC Davis
— Beam is tuned to obtain nominal desired energy
- Tuned energies from 15 to 65 MeV
— Corrections for air, window losses, DUT thickness required at
lowest energies

IUCF Beam Profile

Degrader Properties at IUCF

196 MeV Protons
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Proton Test Results for MPC750

Registers Tested with Ones or Zeros Loaded
—~ Saturated cross section 10-'3 cm@/it for “1” to 0" Fansition
» Cross saction approximately three times lower for “0” to “1” transition
+ Explanation not known but probably due to differences in design of
ragister colls and g try of intemal i
- Threshold between 30 and 50 MeV
D-Cache Tested with Ones or Zeros Loaded
— Saturated cross section about a factor of two lower than Registers
- Threshold below lowest energy used at UC Davis (-20 MeV)
- No significant differences observed between Ones or Zeros
— L1 Cache Tags/Flags behave in a similar manner to Cache
— Explanation based on use of small-area devices
« Smaller saturated cross sections
» Semafler Q,,, impfies lower recoil energy deposition (from nuclear
[ ) needed to produce upset .

Upset Cross Section for FP Registers (“1” transitions)

Upset Cross Section for FP Registers (both transitions)
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Energy Dependence of Proton dE/dx (Dose) and

Discrepancy Observed at 60-65 MeV Proton SEU Error Rate (Nuclear Reaction g)

Differences seen in SEU cross sections between IUCF and
UC Davis at 60-65 MeV : Mass Stopping Pawer for Protons in Siticon
~ Owce approximately five times less than g, at 60-65 MeV
- Possible explanations include: \
* Low-energy contamination of IUCF beam

-~ Energy spectroscopy would determine amount
low-enaergy protons prasent

* Poisson statistics
* Eror in Cu degrader thicknass

* Measurement erors \
—
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ProTon EXERETIMSY)
13 4
Comparison of Proton SEU Cross Sections for Summary and Conclusions

Power PC750 and PC603e

Cross Section (cm2/bit)

1012 T T T T . -
' ! ! Initial experiments performed at proton facilities allowed

checkout of test approach and modification of hardware and
software in simple particle environment.

YT
Lol L lill

Discrepancy has been noted between SEU cross section
measured at lUCF and UC Davis.

Upset susceptibility of MPC750 registers is 3x higher when
storing 1's relative to storing 0's. Energy threshold is ~15 MeV.

1013

LB NN
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Upset susceptibility of L1 data cache bits is symmetric, and the
energy threshold is below 15 MeV.

1014

Upset of L1 cache Tags/Flags remarkably similar to L1 cache
data bits.
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Qutline
Radiation Evaluation of the PowerPC 750
Microprocessor
PowerPC Family and 750 Architecture
) Test Chronology
External Peer Review Degrading Heavy lons for LET Coverage
. Detaiis of Test Approach
Section 5: Test Methods Dealing with Test Problems
Gary Swift
2
PowerPC Block Diagram PowerPC Register Block Diagram
| P
=] —_—
M.'Mu; e P s q";?-l ) Toese)
> - e E ,,;;,l%
USRS § :
==
3 4

Inventory of Memory Cells in PowerPC 750 Chronology of Tests, FY00

Table II. Test Chronology -

PPCT750 Features Tested

Abbreviativns Description #of bits Tost # Date Facility Beam

GPR General Purpose Reyisters 104 ! Des. 1999 UCF 60 - 200 MeV protons
FPR Floating Point Registers 2048 2 Ape. 2000 ucnp 20-63 MeV protons

SR-SPR Special Purpose Registers 2560 k] May 2000 uco 20 - 63 protons

Data Cache Data Bits Seif-explanatory 256K 4 June 2000 TAM tong-range heavy ions
?:* CfvhccTus; é;t) H-sB . gllc;hc A;ldmws 32Kx s Tune 2000 weE 0 - 200 McV protons
astruction Cache Data Bits ctl-cxplanatory =236 Tuly X " ions
Instruction Cache Tags & Flag  Cuche Addresses 20K ¢ uly 2000 TaM long-range beavy ions
TLBs Page Table Cache 1024 tines

L2 Cache Tugs & Flag L2 Cache Addresses 40K {UCF = Indiana Univetsity Cycliron Facility, Bloomingion, IN

UCD = University of Califormia at Davis
TAM = Texas A & M Uawveraity Cyclotron, College Statwn, TX




TAM In-Air Irradiation Facility

[ Degrading Ne LET at Texas A&M

LET (in Si) vs. Degrader Foil Angle for 2°Ne (40MeV/amu)

1

T

LET (in Si)

G . R TR

[ 10 20 30 40 50 80 70
Degrader Foil Angle

[ Test Program

Test Program (cont.) '

Initialize and get ready for beam

During irradiation

Test Program (cont.)

After beam External interrupt

A Thinned IBM PowerPC 750




Dealing with “Hangs”

Dealing with Thermal Problems

“Hangs" interfere with Error Rate Measurements
— Affect statistical uncertainty of measurements
— Ditficult to categorize

Ways to Minimize Effect of “Hangs”
- Use very simple test algorithms
- Validate partial runs




Radiation Evaluation of the PowerPC 750
Microprocessor

External Peer Review
Section 7: Heavy lon Results

Steve Guertin

Qutline

- Specific Register Results
— Cache Results
— Processor Comparison

— Concluding Remarks

SEU Cross Section for Special Purpose Registers
(note: Low LET resuits mostly “pin wiggler” data)

Cross Section {cm&/bit)
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Practical Testing Issues

Flip-Chip Bonding
~ Eliminates ability to “delid” device
~ SEU testing stilt possible with extremely energetic ions
— Back irradiation provides an alternative approach
» Mechanical “thinning” reduces range requirement
« May not be equivalent to top irradiation

Power Dissipation
— Power PC750 dissipates 6W at fuil speed
-~ Difficult issue in vacuum chamber
~ Heating may be worse for thinned samples

Upset Cross Section for Data Cache

- Cross Section (cm#bit)
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Upset Cross Section for Cache Tags and Flags
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Powar PC750 tests done by
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Conclusions

- Registers storing 1's are more susceptible than those storing 0's.

This is consistent with the proton results.

- Cache bits are equally susceptible whether storing 1's or 0's.

This is also consistent with the proton resuits.

- The L1 data cache tags and flag are roughly the same

susceptibility as the cache bits themselves. At this time, the
testing does not separate the susceptibility of 1's and 0's .




Radiation Evaluation of the PowerPC 750
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Section 8: Proton/Heavy lon Results Comparison

Larry Edmonds
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* Introduction

* Model for Obtaining Proton Results from Heavy lon Data
* Model Results vs. Published Data

* PowerPC Results of the Model

» Conclusions

&)

New Work Compared to Previous Work
on the Proton/ Heavy lon Relationship

All results previously derived from physical analysis (as opposed
to empirical fits):
- Assume the RPP model
- Require suptemental information (RPP thickness or critical charge)
in addition to heavy ion data for predicting proton cross sections.

New Work:
— Uses a more realistic physical model {a continuous charge-
collection efficiency function instead of RPPs) )
— Gives upper bound proton cross section estimates derived from
heavy ion data (no supplemental information or fitting parameters
required.)

A Relationship from Charge Collection Physics

Equation:

B(E) = 1 do,(L)
< —_
oo (E) <= jo A dL

where a is a constant and B(E) is from a table

From:
L.D. Edmonds, "Proton SEU Cross Sections Derived from Heavy-lon Test Data,*
IEEE Trans. Nuci. Sci., vol. 47, no. 5, pp. 1713-1728, Oct. 2000.

Comparison with Published SEU Resuits

DATA MODEL
PART Ty {om?)  Crg{om® RATIO
SMJ44100 7.0E-7 1.9E-6 27
8228R t5E-7 3.86.7 26
18M '6MEG 21E-8 5.8E-3 2.7
M74C1004C 3.3E-7 1.08-6 2.5
KM41C40002-3 33E-7 9.9E-7 7
01G9274 42E-9 3.1E-3 7.4
OW 52258 37E-3 2.3€-7 26
MT4C001 29E-7 12646 4.9
AMET1E 46E-3 478 1.0
5232 29E-3 5.08-3 1.7
29018 8.5€-10 2.1€9 2.5
TC5141002-10 1.0£-8 2.0E§ 20
M 35658 3.0E-8 9.6E-9 3.2
VB814100 10PS2 | 3.9E-7 29€46 42
AYB514100J 1.5€4 25E6 17
Luna o 21E-8 3.2€3 EE)
J424100V-80 18€-8 2.3E-8 1.3
~M8518 2.5€-9 1.5E-3 8.5 s

Comparison with Published Results (cont'd)

SEU (per bit):

DATA  MODEL
PART Guuieml) Ouiemd)  RATIO
Farchis 330422 bipoian 1.4E-10 9.6E-11 2.7¢
Samsung *3Mb 3.3V DRAM 3.5E-14 7.4E-14 2.1
Hitach 15Mb 3.3V DRAM 1.6E-14 | 2.4E-14 1.5
Vicran 16Mb 3.3V JAAM 80615 | 19614 | 23
8M 'GMb 3.3V DRAM 1.7E.15 2.3E-15 1.8
Laichup:
DATA  MODEL
PART Cuplem?l)  Guuicm?)  RATIO
[ AMD kS macroprocessor | 5669 | 198 | 34 ]
[me5162 1985) [ 14610 J2oocs [ 210 )




Checking PowerPC 750 Results

Conclusions

Registers were tested with both protons and heavy ions.

— Proton data at energies up to 51 MeV show the shape of the curve
well enough to extrapolate. Extrapolating gives a saturation cross
section of ~ 1 x 10-13 cmR/bit.

~ Heavy ion data used with the model predicts a proton saturation
cross section of 1.3 x 10-'3 cm?/bit for the registers.

The upper bound estimate for the proton cross section is very
nearly equal to the actual cross section measured for the
PowerPC 750 registers.
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» How Rates Are Calculated

* Rate Results

* Conclusions
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Specific Missions Considered for REE Applications

REE Fault Model Overview Arbi Karapetian
Error Rate Calculation Larry Edmonds
Error Rate Resuits Gary Swift
Concilusion and Near-Term Plans Gary Swift
Discussion Reviewers

Deep Spapc_a
Surface of Mars
600 km, 98° Polar Orbit

600 km, 28° Polar Orbit

Galactic Cosmic Ray Spectra for Different
Environments
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Solar Flares

JPL Uses a Specific Flare for Design Purposes
-~ GCR fluence approximately 1/ 10 that of October 1989 flare
—~ Exponential time model (t = 20 hours)

Proton Fluence
— Total luence = x 10 p/cm? (> 30 MeV)
— Corresponds to P = 0.1 on Xapsos probability model

Error Rates Calculated on Basis of 24-Hour Day
~ Peak error rates during the first few hours of a flare are higher

- Conventional SEE rates usually reported in errors/bit-day




Proton Spectrum Compared with Xapsos Model

Cumulative Fluence (p/cm2)
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Arbi Karapetian
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Overview of the Fauit Model
Inputs and Outputs

Fault Model Results




| JpL Sl REE Node JpL

The PPC 750 (Circult Type)

REE System

. * Denotes a discretely tested component.
a2, 2000 +  Karapetian, Jo1 Propulsion Laboraory ’ . +  Kanpetian. Jot Propulsion Laboratory

JPL

JPL
Assumptions and considerations
REE Fault MOdel +The Following discfe(eIit)ems have been tasted on the M la PPC750 Microp

*Memory Management Unit(MMU} Translation Look-aside Buffers(TLBs}

« Inputs: Per bit fault rates; Specific to space e a2 SRS
. . . 2 Cache Data bits
environment, and specified subsystem (i.e. =11 Gach Tags & Fracs
. . . » ache Tags & Flags
PCI bndge Chlp’ CaCheS’ mlcroproc essor *Analysis of available data on the above regions, shows two circuit types in the PPC750 with

Subsystems, memory’ etC ) distinct SEU rates. Register types, and Cache(memory) types.

. . *The Bridge Chip and the Network interface chips have not been tested, and are scheduled to
. be tasted in th t fiscat . An estimati f circuit in these chips has been made,
* O“tp‘Jts' FaUIt rates in Spe(:lﬁc an(;s:ttxnb‘:rs :pcv:r;:ﬂardmnieta{ype: ir‘:s mr:aP:g;SOar’vz‘:e‘g: aedsrcalﬁateslau):‘ams °
environment, for REE system, REE node, for these chips n he fault model

»There are a number of unexplained “hangs” while imadiating tha PPC750 microprocessor

microprocessor, and lower level subsystems ding sxporimonts, which are currently Undr Invesiigation oy the JPL. Radiation Tasting Group.
*Gate F. R: h b: d in the Yy i The fault model
as necessary " curr:mya ‘::asa;srzc;‘:;ngfm “latch 1aultr:atas. as a ptace holder. in the e:enl ltabola!ory

experiments show a different number, or verify a zero fault rate, this number can be changed to
update the fault rates.

APRIL 35, 200t . Kamapetian, Jot Propulsion Labotatory APRIL 35. 2001 . Karapetian. Jet Propulsion Laboratory

JPL JPL

Latch and Gate Calculations Second Method (Lower Accuracy):
* We know th 6.35x10° sistors in the Power PC 750.
Two methods of calculating Latch and At dansisioryGate = L6x100 Gaes ¥

Gate counts

We can estimate the percent area of cach chip subsystem, by
measuring the corresponding dic overlay region. (i.e. Integer
Units, Floating Point Unit. ete.)

First Method (Higher Accuracy):

Multiply the percent arca from total, of the corresponding chip
subsystem by total gate count (1.6x10% w get the number of

» From Power PC750 Manuals, extract the number of uosys ot sat
gates for the chip subsystem.

registers in each functional device (i.e. GP registers,

FP registers etc.), extract corresponding widths (in . .

bits) ° d oet t t)] b fb‘Fo g ( Use an average gate to latch ration of 3¢ gates for each latch,
1ts), and get total number of hls. to calculate the number of latches in that region.(1* order

approximation, to be revised in the future)

\PRIL 5. 30t . Karapetian, Set Propubsion Laboaiory PRI 35, ot . Karapetian. ot Propulsion Lsboraory




Why have the fault Model?

« The fault model results will be verified against
radiation experiments in laboratory radiation

4PL

experiments of the system, and flight experiments,

in order to validate the results.

« To estimate fault rates, for devices which are not

accessible directly, or have not yet been tested.

« To extrapolate fault rates, for next generation
Processors.

. Karapetian. Jet Propulsion Laboratory

APRIL 28, 2004

Tirwrary Farger. iraerso
Branch seniory Tatie s

ot MMU mrtAvesTLE

B Ty i prist et oty wetat

Tag bite mer A
W ot MMU TLE aniry, e
Numitier ot MMU TG

ok 2

v tiree

Nurmtrer of oD BATa (defined ds S5 Fle)(ermirwed)
ot rediaters, VIO BLE

. i eyt

Sample calculation sheet for latch Faults (First Method) B0k

Sample calculation sheet for Gate Faults (Second Method)

JPL

CPU area model

Gate gount

Gate fault rate (GFR) :
Est Latct % Area TotalGates ' # Gates GFR

Totals: 33760.8 100: 1587500
instruction sequencer 8360.83; 15.8 1587500 250825  9.54E-12
integer units 4127.5 7.8 1587500 123825. 9.54E-12
foating point unit 5503.33; 0.4

8.1
10.!

load/store unit
L1 Deache

L1 kcache
Dtags

ltags §
L1 Ocache contml
ti'ic r

Gate Faults

1.514E-08:
2.303E-06
1.181E-06:
1.575€-06

OMMU TLBs different density’ 20637.5 9.54E-12 1.969E€-07
IMMU TL8s ditfersnt density 20637.5 9.54E-121 1.969E-07:
L2 cache tags different density 93662.5 3.54E-12: 8.3A5E-O7
L2 cache controd and bus ¥t 98425 2.54E-12) 9.39E-07
PLL 14287.5 9.54E.12 1.363E-07!
TAU 7937.5  9.54E-12 7
unknawn 1635125 354613 166k

APRIL 35, 2001 . Karapetian. Jet Propulsion Laboratory

Fault Model Results

Average Rates (FaultHour)

JPL

APRIL 25. 2001

.- Karapetian, Jet Propulsion Laboratory

Mars Surface | Earth Orbit Interplanctary | Interplanetary | Interplanctary
(500Km-28%) Space (Solar Space (Solar Space (Solar
Minimum) Maximum) Min. w/Flare)
Single REE
Node (100 Mil 0.02 *21 25 007 1924
Al Shielding)
20 Node REE
System (108 Mil 34 414 497 13 3852.98
Al shielding)
Environmental SEU rates per bit Number of bits in each Total Fauk Rate in Specitied
From Radiation Tests(spacific 1o circuit X functional block (Specific 10 - Ervironmernt
vpe) circut type) Per functional block
REE Node Fauk Rate in Spectied Envionment = Total Fauk Ralo in Spacifid
.- Pee tunctional block
" AEE Node
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» Rate Results

* Conclusions

SEU Rate Depends on How Cross Section Varies with
Both lon LET and Incident Angle

SEU Rate Depends on How Cross Section Varies with
Both lon LET and Incident Angle (cont.)

Cosine law is usually assumed when piotiing test data.

*Applies when active regions are thin enough so that lateral
variations in the charge-collection efficiency can be ignored when .
comparing two points on the same track.

*The relevant quantity is liberated charge per perpendicular
depth, so the effective LET is ion LET divided by cos®.
A -[s !

ol
\Q
NG s
Track at Anglo/ N * #\ Active Region

Liberates N. - Normakincident

+
I
More Charge . o~ Track "

*Often an adequate approximation for suitably restricted tilt angles.

But the active region is not always thin enough for lateral variations in
the charge-cailection efficiency to be unimportant, so the cosine iaw has
limitations.

*Should aiways fail at some sufficiently large tilt angle.

sSometimes fails even at small angles.

Therefore, a more versatile model is needed for SEU rates.

The RPP Model

The RPP Model (cont.)

The traditional model is the RPP model. It assumes that:

«Charge collected at a device node is the charge liberated within an
associated RPP.

Tha RPP Modai
Track
»
- N +
NG
T

Coliacted Charge P
Equam Charge e
Liberated n an RPP -

*A device contains a collection of geometrically identical RPPs
but with different susceptibilities, i.e., different critical charges
that collected charge must exceed for an upset.

The gradual increase in a device cross section curve with
increasing LET is from an increasing number of contributing
RPPs.




Physics Doesn’'t Matter Because
the RPP Model is Just a Fit

Physics Doesn’t Matter Because
the RPP Model is Just a Fit (cont.)

The assumptions behind the RPP model are not physically correct.

+Charge collected from ionization at a given location varies
continuously as the location is varied.

+The increase in device cross section with increasing LET is largely,
if not aimost entirely, from an increase in each bit cross section, as
opposed to an increase in the number of contributing bits.

«in particular, the physical assumptions behind the RPP model do
not predict multipte bit upsets from charge sharing.

The assumptions don't have to be correct because use of the model is
analogous to curve fitting.

The only requirement is that the dependence of cross section on LET
and direction be correctly described.

The goal is to select model parameters that will produce a fit to
measured data.

A perfect fit to the normal-incident cross section versus LET curve
can be obtained by selecting an appropriate distribution of criticat
charges.

sThe directional dependence of the cross section is another issue.

Directional Dependence Implied
by the RPP Model

A Source of Error

The parameter describing the directional dependence is the ratio R of
lateral dimensions to thickness (the two lateral dimensions are usually
assumed to be equal).

sVery large R gives the cosine law.

*R=1 approximates an isotropic cross section.

*R=>5 approximates the cosine faw up to about 60°, with

progressively larger deviations from the cosine law at larger angles.

The objective is to select the R that best describes the directional
dependence (either measured or assumed) for the device considered.

The RPP thickness need not be the dimension of any physical
structure.

Therefare, the appropriate R should be determined from knowledge of
the directional dependence of device cross section.

Unfortunately. test-ion range limitations prohibits testing at large angles.
so there is almost always some uncertainty in the directional
dependence.

A Source of Error (cont.)

For The PowerPC 750 Case...

Unfortunately, predicted SEU rates for hard devices are very sensitive
to the assumed directional dependence.

*For example, one assurnption regarding the directional
dependence may predict that a hard device is compietely immune
to iron, while another assumption predicts upsets from hits by iron
at sufficiently large angles.

*The two assumptions predict very differc«t SEU rates.
Fortunately, predicted SEU rates for soft devices are less sensitive to

the assumed directional dependence {e.g.. all assumptions agree that
hits Dy ifon, at any angle, will upset very soft parts).

»All PC750 tests were at nomal or near-nomal incidence. so thers is no indication
ot the diractional dependence. But the davice is soft snough so that predicted SEU
rates are fairly insensitive to R.

«In the absence ot contlicting information, we sometimes use R=5 as a bes!
guess.

+A worst-case R s a triaj-and-error selection to obtain the largest calkulated rate
{almost always produces the cosine law).

~Rates calculated from the two above R's differ by about a factor of two (or less,
depending on tha anvironment) for the PC750.

+Close enough to not warrant additional investigation. The R=5 rates were chosan.
*However, adational tests at angies might show that the astimates are too

conservative (8.3.. it the cross section is nearly isotropic). This might be a
motivation for acditional tasts.




A Caveat...

New Model Fit Example

The D Cache data do not extend to low enough LET to show the shape
of the cross section curve. Some modeling was used.

The cross section curve was described by a two- parameter curve (from
diffusion theory) (1] instead of the four-parameter Weibult function
because:

»The former curve was derived from charge transport physics while
the Weibull function was not.

«if The device cross section is the sum of cell cross sections i.e.,
tests count upsets instead of upset clusters when there are multiple-
bit upsets.
Angd: Data are free of cosine-law errors.
Then. Data do not saturate as fast as the Weibull function, and fit the
two-parameter curve better.
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New Model Fit Example

New Model Fit Example

Device 6 (FPGA, SFF, All 1 Pattern)
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The two parameters were selected to:

« Fit the available heavy-ion data.
« Make the proton cross section derived from heavy-ion data [2]
agree with the measured proton cross section.

Aeal data would be better.
« Predicted rate is sensitive to the way the data are extrapoiated to
lower LET.
« Calculated rate couid be too small.
» Additional testing is needed.

[1]L.D. Edmonds, *SEU Cross Sactons Derived from a Ditusion Analysis.” IEEE Trans. Nuel. Scr.,
vol 43, no. 8, pp. 3207-3217. Dec. 1996.

121L.D Edmonds, “Proton SEU Cross Sections Derved lrom Heavy-lon Test Data." IEEE Trans.
Nocd. St vol. 47 po. 5, pp. 1713-1728, Oct. 2000,

B



Proton Rates

Cross section for protons is assumed to be isotropic, so proton rates are
caicutated by simply integrating the cross section (a function of proton
energy) with the proton spectrum.

Rates from trapped protons dominate rates from heavy ions at low
latitudes.
« Geomagnetic shielding attenuates the heavy ion spectrum.
» Severe proton environment during passes through the South
Atlantic Anomaly (SAA).
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Charge Collection Fundamentals:
The Importance of Diffusion

Larry Edmonds

[ The First Step After an lon Hits a DR j

After an ion hits a reversed-biased pn junction depletion region (DR),
the first step is a DR collapse.

* Some of the liberated carriers are rearranged by the strong
electric field in the DR until the formerly unshielded impurity
(doping) ions become shielded.

« What was formerly a space charge region (the pre-hit DR)is
now quasi-neutral, i.e., the DR is essentially removed.

*Only a small fraction of the liberated carriers are needed to do
this. Nearly all of the initial track is intact and in a quasi-neutrai
region.

r The First Step After an lon Hits a DR (cont.) ]

The collapse stage is effectively instantaneous from the point of
view of charge collection at the device contacts.

» The rearrangement of carriers in the device interior is so
fast that it is accompanied by very little charge collection at
the device contacts.

*The significance of the collapse stage is to set up the initial
conditions for the recovery stage that follows

| The Recovery Stage ]

Nearly all charge collection at the device contacts is during the
recovery stage.

At the start of the recovery stage, the DR width is almost zero, so
essentially all of the track is outside the DR (in the quasi-neutral
region).

Carriers in the region formaily occupied by the pre-hit DR are not
"promptly” collected because they are outside the post-hit DR.

As recovery progresses, the DR boundary (DRB) gradually moves
deeper into the device ifiterior as the DR gradually regains its
original width.

r A Low-Order Approximation for Charge Collection

A particular approximation for charge collection has been called
“low-order” because it ignores DRB motion.

The strong electric field in the DR prevents majority carriers from
entering it.

* Under static conditions (no DRB motion), this implies that
there is zero majority-carrier current in the quasi-neutral region
near the DRB.

* Therefore, the potential distribution in the quasi-neutral
region becomes whatever it must be to make the majority-
carrier drift current balance the majority-carrier diffusion
current (the existence of a potential distribution in the quasi-
neutral region has been calied "funneling®).

IiLow-Order Approximation for Charge Collection (cont.) ]

lon hits produce high-density conditions (the carrier density greatly
exceeds the doping density).

» Under high-density conditions, the electron and hole
densities have nearly equai values and gradients in the quasi-
neutral region.

* Therefore, majority-carrier drift being equal to majority-carrier
diffusion near the DRB implies that minority-carrier drift equals _
minority-carrier diffusion near the DRB.

 But the minority-carrier currents add to instead of subtract
from each other, so half of the total current is minority-carrier
drift, and the other half is minority-carrier ditfusion.

» Stated another way, the current is twice the minonty-carrier
diffusion current.




A Low-Order Approximation for Charge Collection (cont.) [

To the extent that the low-order approximation applies, the current
is twice the minority-carrier diffusion current [1},{2].

DRB motion upsets this condition and is one source of error in the
low-order approximation.

[1] L.D. Edmonds, *Charge Collection from lon Tracks in Simple EP1 Diodes,” IEEE
Trans. Nucl. Sci., vol. 44, no. 3, pp. 1448-1463, June 1997.
{2} L.D. Edmonds, “Electric Currents Through lon Tracks in Silicon Devices,* /EEE
Trans, Nucl. Sci., vol. 45, no. 6, pp. 3153-3164, Dec. 1998,

Calculating the Diffusion Current ]

The diffusion current is calculated from the minority-carrier
diffusion coefficient together with the gradient of the carrier
density.

The gradient is calculated by solving an equation together with
boundary conditions.

The equation describing the carrier density (not flow, but density)
is the ambipolar diffusion equation.

Calculating the Diffusion Current (cont.) ]

Boundary conditions are from another abproximation.

* Although high-density conditions apply at the DRB, the carrier
density there is still much less than elsewhere on the track.

* Therefore, an approximation treats the DRB as a sink, i.e., the
carrier density there is approximated as zero for the purpose of
estimating the gradient from the diffusion equation.

* This is another source of error in the low-order approximation.

L Comparison with a Simulation Resuit

A simple diode was
simulated: a device with
rotational symmetry.

sublaviive

sha

Comparison with a Simulation Result (cont.) ]

Comparison of collected charge calculated from the low-order
approximation to the simulation prediction.

Comparison with a Simulation Result (cont.) l

For t less than 2 ns, the low-order approximation predicts too much current.

» The assumed sink-like boundary condition is a bad approximation at
very early times.

» The over-estimation in the current persists for less than two-tenths of
a nanosecond, but the collected charge is cumulative, so its error
persists for a longer time.




r Comparison with a Simulation Resuit (cont.) _]

Then the curves come together.

« DRB motion enhances the actual current, but is not included
in the model, so the actual collected charge catches up to the
model prediction at about 2 ns.

» The curves then stay fairly close together until 100 ns.

The curves diverge again after 100 ns.

» The model assumes high-density conditions for alf t, which is
incorrect at very large t.

» Most of the charge that ever will be collected was collected
during the first one-hundred ns, so the erroneous assumption
produced only a moderate error in the predicted collected
charge.

L Comparison with a Simulation Result (cont.) J

£ #1
If the time scale of interest is measured in nanoseconds up to 100 ns,
the agreement can be made to look better by using & linear time axis
14

I

Comparison with a Simulation Resuit (cont.) j

« If Fig. 3 adequately represents the time scale of interest, then the
low-order approximation, which is a diffusion calculation, did a
pretty good job.

» For other time scales that might be of interest, the diffusion
calculation predicted too much current.

« While erroneous assumptions can make the caiculated collected
charge from diftusion too large, it is never negligible compared to
the actual collected charge.

 Diffusion is always important.
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« Introductory Remarks
« Model Environments for REE

« How Rates Are Calculated

* Conclusions

Proton Model Fit
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Proton Model Fit (cont.)

Approach Used for Rate Calculations

Modified “RPP" Model
- Assumes “cosine law” applies to angles of 70°
- No explicit assumption of collection depth

- Charge at more extreme angles generally “shared” with other
nodes

Power PC750 Has Shallow Epitaxial Region
~ Reduces charge coilection from remote regions
- Also reduces importance of charge diffusion at later times

Other Devices May Have Thicker Charge Collection Regions
— Most advanced commercial memories use bulk substrates
- Complicates charge collection issue and assumptions
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Heavy lon Model Fit {(cont.)

Doviss Cracs Booten (eminaad Snse)

Processor Error Rates for Registers

Space Erwvironment Errors per bit-doy
Interplanatary Space
Solar minimum GCR 9AE-?
Sotar masimram GCR 2387
Flare (100 mal shiekd} 3564
Martian Surface S.SE-8

Processor Error Rates for Registers

Processor Error Rates for Registers

Space Environment Esrors per bit-doy
Earti Orbier (600 km, 28 degree)
GCR 1568
Trapped Protons. 587
€arth Orbiter 600 km, 58 degree)
Solar mvinismum GCR 2467
Solar maximura GCR 73E-8
Trapped Protons 2787
Flare (100 ma shield) 5.86€-5

Space Envirenment Ervors per bit-day
interplanetaty Spaca Flare (protons + ions)
80 mil 20€-3
Shield Thickness (Al equivg 100 mil 3584
250 mit 19%-4
Earth Orbiter {600 km, 98 degren}
60 mit 5.0E-%
Shieid Thickness (Al equiv) 100 mit 5865
250mil 35E-S

Peak Rates for Registers

Processor Error Rates for Data Cache

Space Environment

Ratia Peak-to-Average Dally Rats

terplanetary Space

Flare {300 ma shieid)

46

Eacth Ocbter (500 ke, 28 degree}

GCR
Trapped Protons

10

Solar minimwm GCR
Solar maxmum GCR
Trapped Protons.

Flare (100 md shwekd)

39

87

Space Envirommant Errors per hit-day
Interplanetary Space Flace iprotons  lons}
60 mil 1963
Shiekd Thickness (Al equiv] 100 mil 3IRE4
250 emil 1 8E-4
Earth Orbiter (600 Km, 38 degrae}
0 mid 384
Sivietd Thickness LA equiv) 100 mit 8.0€-S
250 mit 355




Data Cache Error Rates ]

Data Cache Error Rates ]
Space Envirsnment Ervors per bit-dey
Interpianetary Space
Sokar minimum GCR 7C€-7
Solar mawimum GCR 1.9€-7
Fiare 1100 mil shiedd) 38E-4
Martian Surface 5083

Data Cache Peak Error Rates

T

Space Environmen Ervors per bit-dey

Earth Qrbiter (600 km, 28 degree)

GCR IS

Trapped Protons 3787
Earth Orbitcr (600 km, 58 degree)

Solar minimum GCA 1.9€-7

Solar maximum GCR S4E-8

Trapoed Protons 1887

Flare {100 mi shiekd) 805

g
14
Conclusions

Space Error Rates for PC750 at Chip Level

Space Enviconment Ratio Peak-to-Average Oadly Rate
nterplanetary Space
Flare {100 mif shiekd) 42

Earth Orblter (500 km, 28 degroe}

&R 10
Trapped Pratons 30

Earth Orbiter {500 krn, 98 degree)

Deep Space {Galactic Cosmic Rays)

- Errors in registers and cache approximately every other day
* Without cache, ertors approximately every month
« However, tuming oft cache adversely affects performance

- Crashes may also occur (can't quantify well at this stage)

Sotiar Flare
— Etror rates approximately 400 times higher
— Several hundred errors during “design-case” flare (24 hours)

Earth Orbiting Applications
- Daily average rate higher, dominated by trapped protons
- Solar flare increases error rate by factor of 40

Solae minimum GCA a7
Solar maximum GCR 30
Trapped Protons 51
Flace (100 mil shieid} 20
15
f Conclusions
L

« Proton rates tend to dominate heavy ion rates for environments
with significant proton components:

« Earth Orbit (due to trapped protons)
* Large Flares
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Recent Testing

Tests of TLB's (page table cache)
~ Low energy proton at UC Davis
- Heavy ion testing at Texas A&M

Tests of G4 (MPC7400)

— Low energy proton at UC Davis
— Heavy ion testing at Texas A&M

Tests of IBM PPC750
— Heavy ion testing at Texas A&M

Tests of L2 Tags & Flag
- Low energy proton at UC Davis
— Heavy ion testing at Texas A&M

“

Next Steps

Complete Motorola XPC750 Tests

— High energy protons of TLB's and L2 tags and flag

— Fill in heavy ion LET *holes” in data, especially very iow LET
— More tests of L1 instruction cache

— Develop branch table cache test (?7)

Associated Circuitry
-~ Complete three manufacturers’ cache SRAMS
— Begin testing a PCI bridge chip
¢ Socketing yellowknife has not worked
* Must build custom test card

Complete tests of IBM PPC750 and Motorola G4

w

Next Steps (cont.)

More dynamic operations testing (using FPU test)
- Find LET threshoid

- Look for scaling effects using G4

— Look for scaling effects using smallter 750

Further Steps

Known Problem Areas

T ions of PowerPC. family § .

Conduct a major campaign investigating hangs
~ Developing custorn hardware to hait processor immediately
— Capturing device pin states with logic analyzer
* Any illagal states 77
* When do strors {and what types) propagate to the pins?
-~ Can more types of hangs be caught ?
* Mors trapping possible ?
* At least, identity and classily more types

Continue to push toward tully understood “application
testing”

~ Can error model be validated this way?

— Error detection in “new” programs possible?

S

Need tests of angular response to heavy ions

~ Experimental data is critical to upset rates (validate or
invalidate that R=5 for RPP aspect ratio}

Need to analyze data for:

— Hang information and ballpark rates

— Multiple upset bits from single events

- Different register responses, especially within SPR type

Need to measure lower LET cross sections
~ Upset rate is particularty sensitive to our assumptions here

Could investigate 60 MeV proton discrepancy







Radiation Evaluation of the PowerPC 750
Microprocessor

External Peer Review
Section 0: Weicome

Sammy Kayali

Advanced Microprocessor Radiation Testing
Technical Peer Review

*The Remote Engineering and Exploration (REE) Project is
evaluating the use of advanced commercial microprocessors for
on-board data processing in spacecraft . One of the project’s main
thrusts has been radiation testing of the Power PC750
microprocessor, a high-performance processor with power
dissipation of 6 Watts.

*The purpose of this review is to provide a critique of the results of
the work completed at this point, along with the proposed direction
of subsequent work planned for this fiscal year.

Key Objectives of the Peer Review 1

Requested Outputs

* Convene a group of qualified experts to review progress,
technical quality, objectives and future direction for the study.
« Evaluate specific findings of the study, including the following
areas:

(a) Test techniques and methods used for testing these

complex devices

(b) Specific test results and data analysis methods

(c) Validity of the test results and methods of estimating
error rates in space
*» Provide a formal critique of the work that represents the
consensus view of the review panel.
* Assess the feasibility of using acquired experimental test data in
the development of effective fault tolerance methods and tools.

* Individual responses to evaluation form.

« Brief consensus summary report by the committee,
coordinated by E-mail.

 Specific comments from individual review board members,
as deemed necessary.

Outline

Overview of the REE Program Rafi Some
Background Allan Johnston
Test Approach Gary Swift
Proton Test Results Doug Millward
Test Methods Gary Swift

Data Analysis Methods Doug Miliward
Heavy lon Test Results Steve Guertin
Proton/Heavy lon Results Comparison Larry Edmonds
Space Environments Allan Johnston
REE Fault Model Overview Arbi Karapetian
Error Rate Calculation Larry Edmonds
Error Rate Results Gary Swift

Conclusion and Near-Term Plans Gary Swift
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Rafi Some

REMOTE EXPLORATION anp
EXPERIMENTATION (REE) PROJECT

I

Autonomous Robotic Velicles

Deep Space Exploration

High Data Rate Instruments

Jet Propulsion Laboratory
California Institute of Technology

Project Manager: Robert Ferraro
Deputy Project Manager: Mukund Gangal

Project Scientist: James C. Ling

What is REE?

REE Is a technology project funded by NASA Code S for developing an onboard
supercomputing capability for space applications.

REE Is one of five projects under the NASA HPCC Program. The other four
projects are:
- CAS-C p
- ESS - Earth and Space Sciences
- LT - Learning Technologies and
~ NREN- NASA Research and Educational Network

The goal of REE is to use the state of the art lal-of-the-shelf p
in space to the j of the
mission at a greatly reduced cost.

REE will achleve onboard computing capability of >300 MOPS/watt scalable to
mission requirements. The current RAD6000 (the state of the art radlation
p ) single board at - 1 MO

e

NASA HPCC Project & Goals

REE ( p and Exp %)) a process for rapidly
high pt into ultra-low power, fault

tolerant archltectures for space. (2) Demonstrate that high-performance onboard processing

capabllity enables a new class of science and high remote

CAS (c Aerosp Enable to NASA

and in through the and of high

and the infusion of these technologies into the NASA and
National aerospace community.

ESS (Earth and Space Sciences): Demonstrate the power of high end and scalable cost
effective computing environments to further our understanding and ability to predict the
dynamic Interaction of physical, chemical, and biological processes affecting the Earth, the
solar-terrestrial environment, and the universe.

LT (Learning Technologies): To research and develop products and services that use
NASA content and that facilitate the of to enhance the
process for format and informal education and life long Learning.

NREN (NASA Research and Educational Network): Extend U.S. technological

In through research and development that advances
teading edge networking technology and services, then apply these enhanced capabilities to
NASA mission and educational services.
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" REE Critical Technology Development

« Viability of COTS Hardware for Space Missions
- Commercial Technology Family viability prediction
. Cl P with respect to
and to single event etfects to a level that
allows g and pi of thelr in a space
without exhaustive testing
Low cost hardware solutions to mitigating single event effects and
attain mission life reliability
« Memory organization, watchdog timers, fault tolerant controllers and
Interfaces for assembling COTS boards into a system

]

— Low cost pack and b hods for ing with
[ hilanding shock & vi and in-space thermal management
. C | P assume a cooling




REE Critical Technology Development

» Software Methods for maintaining system reliability and availability
in the presence of random transient errors and permanent faults
- Highly reliable system level error detection and recovery
+ Sottware layer to detect hardware, operating system, and application
process fallures, and rellably recover to a functioning system state
— Low overhead icati error ion and y
« Application specific error detection methods that do not require replication
of the computation
+ Fast recovery ds for correct state
* Space Radiation Envirc Effects ion Capability
- R ient error injection that repli the errors p
by the space environment models and can be tailored to specific
mission orbits or trajectories
~ Sy ing ions that allow the observation of the effects
of transient errors on software

Azl .

REE Major Milestones
(replan)

REE Testbed Fight Prototype - 904

'Siwatt
Faultinjection Capability

Space QuallTied
k| 55 Ronatitity

99 Avalabllity

300 MOPS/Awatt

3 applications @ 10X FY04
Rad-hard processor Throughput

High Availability 15t Demo - 8/02 Vo
3 appilcations wiTault
.99 Rellability
99 Avallabillty
| Candidate Demo Missions

Integrated System 1st Demo 602
fioms =

SpPIEAToNS WU
.99 Reliability at retevant fault rate.
10X RADE00O Throughput

REE Demonstration Flight Applications

AEE processed ala to significantly.
snhance the mission sciance objective
>smal fraclion of tolal bandwidlh

Methodology Overview

Validate
Radiation

Fault Model

Rkl poplalands

System
Siniulatice Validate
Availabitity.

Retiability. and
Pey

System. rformance
Performability Estimates
Model

PP
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REE DASC

REE Two-Level Architecture

Processing Element - Direct Use Of COTS For Maximuim System Impact
PROCESSING « Highest parformarice-power based on latest commodity microprocessors

(PE)

» Direct leverage of COTS softwars mvesnnems
» Specific processor and OS are of core

Nods Conirolhr Enables Rnpld T-chnalogy Insertion Cycles
+ Open " s

« Provides reliable control and commumcanons to REE systems

« Low power design for “system on a chip” integration for space flight transition

NODE
CONTROLLER E
NG}

Scalable Network

+ COTS standard nelwork wnh long technology life cycla
» Scalable, high
» Fault resilient to enable rshab!e space system application

REE DASC

REE Node Architecture

Extomal Mymnet Paorts

SaMEHRS ;’ 0As

REE DASC

REE First Generation Testbed

Standard” VME Chisssts

REE Testbed

REE DASC

Myrinet Scalabe Network

Myrinet Technology
Fuli-dupiex 1.28+1.28 Gbit/sec links
Low-latency cut-through multi-stage
switches
Flexible topolagy support
Maximum limit of 64,000 nodes
Self-configuring support
Variable packet length
Message protocol neutral
Packet CRC at each link
Low-voltage interfaces
Future upgrade to 2x bandwidth

.

swasem
SURE SRTL
REE DASC REE DASC
REE Software Architecture REE Testbed Programming Model
mmwmmmmw s T « REE Programming Model is a Distributed System with A Passing:
andisathad v e it Vatue Arklad Sorvices — Anindependent operating system per processor
. m m:;s:;w wmlem (G, Cre, FORTARN, <G| -roummec — Multiple processes per processor, both user level and supervisory level
B mmmmm faist toleranes os || we e « All supervisory level processes (threads) share the same address space
mdpmawmmrmmfmsﬁr i : Samooss 1] Sarioee | {Proceese | Seees TP P o gt « All user process have separate, protected address. spacas
fards based approach preserves i Contdl, [ | Sockats, Fatths. - POSIX Sockete » Multi-threading of both user and sup: Y is fully
s ey
— Muttiple per p . P can control other processes.
~ Applciations consist of one or more processes that communicate among themselves

CGmos
» Nupshot + Pangraph < Totsiew.

« Within a processor, communications is through either shared memory or message passing
« Batwsen processars, communciations is through message passing




REE DASC

Portable Application Programming Interfaces

= Portable Application Programming Interfaces:
- MPI1.2
* Subset chosen for best value
» Support multi-threaded processes
+ Support multiple independent processes
* C, C++, and Fortran bindings
* Damonstrate MPI-|O subsst built on MP!
~ COTS 08
« Standard Unix File /O
+ Threads (Posix 1003.1¢)
+ Sockets (Posix 1003.1g)
* NFS and RPC
« Process and Memory Management (Posix 1003.1)
» Posix 1003.1h real-time extensions
-~ Numerical Processing Library (COTS)

REE DASC

Node Controller Hardware Fault Tolerance Support

REE DASC

Following Charts Were Not On The DASC Paper

REE DASC

Standard VME Chassis

NC Praceseor support BIT conirol, health and stalus support faciities
“Hogalinsiruction inecrupt = Faciiy for BIT cortrol, fauh ogging, and
ommory management ot reparting for node
+System bus timeout walchdog « Faciity ot primary-redundar network intetace
+Memony/PG) access protection anatla and powes contiol
«Memory pariy detectan
+Sector GRG chaci an external NYM (SW) [,
490{} i

Node siartup support
+FPGA foad e out
~StrongARM starlup time out
+Autonode restart/ shitdown

o
Sap

“Watchdog timers

FCl support
*Parky emor

s SR e error
= :
- EEIE] i
eea i
NTE support
= -
N +Parameter Tabie RAM parity check

*Message level CRG check and reporting

Extiow b
Extia_ou

< SeTeNEs
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Rosstsfanorcs TaD A0

Wyrinet tabric UF support
~Redundant network FIFO intertaces

Power Control VF Suppart (paraltel VF)
control

= oo
) irplemented in FPOA

SaNBE
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REE DASC
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REE Testbed Configuration

REE DASC
e

4 LAN Ports to
Sun Work Staiions

REE Software Architecture

Sun workstation

Node
Controller

PPC 750
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REE DASC

The REE Software Architecture

Node Controller Node Processing Element
- " pyr——
* Reliable Communications PowerPC PoreP . QZPS lr;bon zode (o8
© System Configuration Processer Processor : Plocsss—conand Mrman -
oF : amony
*Built in Test ::A“Pel Z?\d Sookets
* Power . .
* Power Measurement Node Controter :gwnerilcal Processing Lib
* Profiling lal:sl maoon
* Power Control : att Inj n
‘Network F
uF

Common REE GU!

Network
VF

* System Status
* Fault Injection

Network

Development Environment
. lication Code

*Hardware

;m;nr‘}

* Numerical Processing Lib
=G, C++, Fortran Compilers
*Source Level Debugger
*Parallel Debugger

* Profiler

*Mermory Analyzer

* MPI Analysis Tools

* Timing Event Analyzer

asascaz
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Outline

Earlier Approaches for Microprocessor Testing
— Register tests
— Application software
- “Golden” chip
~ Watchdog timer to define hangs and crashes
General Testing Issues
~ Operational conditions
~ Error latency
Practical Testing Issues
- Flip-chip construction
— Power dissipation
Earlier Test Resuits
General Scaling Issues

Earlier Testing Approaches

Register-Level Testing
- Reduces resuilts to familiar terms

— May be extended to reamyl?qa;igwo
- Doesn't adequately test microprocessor core

Application Software
— Difficult to extend to other applications
— Results highty variable

Golden Chip
-~ Lockstep comparison
— Provides clock-cycte error visibility

Operating Systems

Machine Language
— No operating system
— Software development and monitoring difficult for advanced devices

Board-Level Operating System
- Primitive with minimum overhead
- Provides /O, status and easy interfacing

Higher-Level Operating Systems
— Extremely complex

—~ Mask processor activity

— Very limited internal visibility

RAD6000 Processor

Version 0
- Hardened for total dose, but not for single-event upset

— SEU data on Version 1 from manufacturer used to calculate upset
rates for Pathfinder

Version t
- This version flown on Pathfinder
- Hardened for single-event upset
+ Several internal registers were overlooked
 Intermediate SEU hardness
« One possible error in 9-month mission (“quiet” period}
Version 2
~ Fixed oversights in Version 1
— Advertised register error rate 5.3 x 10° errors per bit-day

Radiation Test Results for RAD6000

106 L L L N L
Applies to Version 1
107 F (not all registers successfully hardened)

Cross Section (cm2 /bit)
3
°
T

1010 - iftarence
caused by
transients

1ol o in dynamic -1
= tests
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o 10 20 30 40 50 60 70 80 90 100
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Augmentation of Register-Level Testing

Status Monitoring
- Provides additional visibility
— Easily implemented
Adding Additionat Processor Functions
~- Cache
— Floating point operations

Watchdog Timer

Practical Testing Issues

Flip-Chip Bonding
~ Eliminates ability to “delid” device
— SEU testing slilt possible with extremely energetic ions
~ Back irradiation provides an alternative approach
* Mechanical “thinning” reduces range requirement
* May not be equivalent to top irradiation
+ Thinning may alter device properties

Power Dissipation
— Power PC750 dissipates 6W at full speed
- Difficult issue in vacuum chamber
~ Heating may be worse for thinned samples

Single-Event Upset Results for PC603e
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Single-Event Upset Results for Intel 486
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Proton Upset Results for Advanced Intel Processors
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L1812, ECC On
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intel Processor Tests

Intended for Space Station Application
-~ Dominated by protons (no heavy ion testing done)
— Used high-level operating system

Two types of software
~ DOS-based program
— NT-based program

Operating System “Crashes” Dominated
— Register error not observed in many of the runs
— Resuits difficult to compare with more basic tests




Other Considerations

Newer Processors Are More Complex
— Larger number of registers
— Cache memory nearly always used
— Increases chip error rate
Processors “Crash” Frequently During Radiation Testing
- Many possible operationat failures
- Nearly impossible to categorize
— Crashes in applications may be difficult to deal with
« Identification and latency
+ Recovery modes
Crashes Very Infrequent in Hardened Processors

Dealing with “Hangs”

“Hangs" Interfere with Error Rate Measurements
~ Affect statistical uncertainty of measurements
- Difficult to categorize

Ways to Minimize Effect of “Hangs”
— Use very simple test algorithms
— Validate partial runs

“Strip Chart” Approach for Error Recognition

Other Considerations

Feature Size (L, um} 17

200 T ¥ T T T T 1000 . .
180 | T oo SEU Rates in Commercial Processors Are Not Controlied
160 }- Loop Count ~ SEU sensitivity and upset rate may change with manufacturing
. 3% improvements (not a factor for hardened processors)
. 140 | + 700 Frequent testing required for critical applications
S 120 o0 & .
S 100 k- . 500 3 Commercial Processors Appear Satisfactory for Non-Critical
2 BeamOn B os 53 Data Processing
«» / b°§ GO‘U"‘t m 400 5 _ Substantiat risk if used for spacecraft control or critical data
o SEU :?m,s;‘.‘f:, e off 3% — Error rates unacceptable during solar flares
o Count 4 200 ~ Pracessor crashes not thoroughly characterized
20 4 100 ~ Spacecraft controf generally does not need processing speed of
o \ N \ L | | advanced devices
o
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Device Scaling: Early Results by Petersen, et al. DRAM Scaling: Basic Design
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DRAM Scaling: Proton Upset

Scaling Trends (after Davari)

0.10 0.15 0.20 0.25
Junction Area (um?) B

error rates

1014 T T AN S St IR B R B B Late
F ] Paramster 1980's 1992 1995 1998 | 2001 2004
B Supply voltage (V)
_ 1018 - High performance 5 5/3.3 3.3/25 | 2.51.8 1.5 2
3 Low power - 3.3/25 | 2615 | 1.51.2 1.0 0
T 64 Mpit J
s F Lithog. resolution (um) 1.25 08 0.5 0.35 0.25 0.18
E=4
S 1018 E
3 Channel length (um) 0.9 |0.6/0.45/0.35/0.25|0.2/015| 0.1 | 0.07
1]
14 r 7 Gate oxide thickness (nm) 23 15112 917 6/5 35 25
o .
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Proton Energy {(MeV)
19 20
Microprocessor Scaling Scaling for Microprocessors
) Feature Threshold LET Complex Problem with Several Competing Factors
Device Manuf. Year Size (approx.) {MeV-cm2/mg) )
— Charge collection
Z-80 Zilog 1986 3um 1.5-25 — Critical charge
8086 Intet 1986  1.5um 15-25 - Device area
80386 Intel 1991 08um 2-3 ~ 3-D charge collection
68020 Mot. 1992 0.8um 15-25 Logic Transients Expected for Extreme Scaling
LS64811 LS! 1993 1.2 um 2-25 — Noise margin decreases as logic levels drop
90C601 MHS 1993 1.2 um 2-25 ~ Threshold voltage doesn't scale
80386 Intel 1996 0.6 pm 2-3 ~ Clock, logic design partially overcomes these limitations
PC603e Mot. 1997 0.4 um 17-3 * Clock design is extremely complex
Pentium intel 1997  0.35um 2-3 L : c"t’r"’ds '°" s"",’fl:lf':(""“”sf °pr:’a"°" at 9’“:’""“’ “'9: SP:""’l
. — Logic transients will likely increase processor upset rates to
Power PC750 Mot. 2000 0.25 ym 2-25 unacceptable levels
2 2
DRAM 3-D Charge Modeling Recommendations
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| p and Critical Data
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o - - .
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3 Points are for 3-D simulation — More work needed to evaluate operational integrity in applications
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o i 4 generations
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Gary Swift

Qutline

Philosophical Choices

- Register v. application testing

— “Golden chip” v. self-test

—~ Buyv. Build test platform
Overview of Approach Taken

— " Static memory testing

— Pseudo-static processor testing
Other Considerations

— Use of JTAG boundary scan

— Validation of approach
Generic Approach Alternative

— How it works

-~ Advantages and disadvantages

©

Register v. Application Tests

Register Testing Yields “Fundamental” Information

Register
Test
Resuits \
Application
Test
Results
Average
Duty Cycle /
for
Each Register

Register v. Application Tests

Caiculation Of Space Upset Rates

.\>

Applloation
Sussepiibithy
Average
Dty Cycle /
Each egister
Tost 2 Flight
Application — Application
Results Results

Golden chip v. self tests

Finessed this by doing (almost) nothing during the beam
— One word infinite loop during beam- HERE: Jump to HERE
— User breaks out with “external interrupt”

- Self-inspection, if any, goes on out-of-beam

— Requires processor functionality post-beam
+ Reset or even power cycle may be okay

— Added half second snapshot stripchart in memory
* Now “only” 99.9% in infinite loop

Does not preciude virtual golden chip testing later, as needed

Buy v. Build Considerations

Evaluation Board allows:
- Test at speed
— Quick to first test
— Adequate to build on (?)
Minimize efforts for Maximum Results
— Minimize custom hardware
— Minimize machine coding
Automate {and Maximize} Data Collection
Leverage Existing Rad Group Resources




“Yellowknife” Development Board with
Processor/Cache Module (PCM)

Buy v. Build Considerations

Evaluation Board aflows:
— Test at speed
~ Quick to tirst test
~ Adequate to build on (?)
Minimize efforts for Maximum Results
- Minimize custom hardware
~ Minimize machine coding
Automate (and Maximize) Data Collection
Leverage Existing Rad Group Resources

Boundary Scan

Answer;

ho.d
Answer: - 11 Flags:m]]

— changes to

External
pin out

Giant Shift Register

Flags:

Overview of “Pin Wiggler’ Method

GELY oder

from register comparison

ouT
running
self-inspection
program

rounter

{indicates processor reset)

Record with
“strip chart” at
regufar intervals

Generic Test Approach: Pin Wiggler

Generic Test Approach: Pin Wiggler




“Pin Wiggler” Self-Inspection Program

Pin Wiggler Example: PIC 16C505 upsets

200 4
F-19, LET=6.3,
o 150
5 Beam off
2
<
o 100
w
?
* Al branches equal so
* Hard-code values
* Unroll loops °
* Fill unused program i t e
memory with: 6 5 15 25 35 45 55 65 75 85 95 105 115
Jump To Start time (s)
13 14
Pin Wiggler Example: PIC 16C505 (w/ SEF!) Pin Wiggler AIC51 - 11
120 - 0.025 - - S
100 C1-35, LET=13.2, Besamon Beam off
fluence=5.7x 105 cm? 0.02
£ 80 =
3 SEFI  Beamoff =0.015
© 60 1=
= )
® E oot
[T 3 0.
20 0.005
0 +ovmefiit ooty Hot e s w 0 N ; g
-5 0 5 10 15 20 25 30 35 40 45 50 5 5 15 25 35 45 55 65 75 8 95 105 115
time (s} time {s)
15 16
Pin Wiggler Example: AIC51 - Loop counter Pin Wiggler Example: AIC51 - Upset results
Beamon
1]
500 -
] . 400
3 3
3 H
a S 300
a
5 §
200
100
65 75 85 95 105 115 0 s s g
6 5 15 25 35 45 55 65 75 85 95 105 115

time (s)

tme (s}




Conclusion

“Pin Wiggler” is:
- simple
- data rich

but has limitations of all register testing

Test Approach Using “Yellowknife” Development Board

=y N
Vacuum
chamber

l = 26pin === 40pin DB 40pinconnector [l BNG connector
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Section 4. Proton Test Results

Doug Millward

Outline

Introduction to Proton Testing
Test Facilities
— Indiana University Cyclotron Facility {IUCF)
- UC Davis Crocker Nuclear Laboratory (CNL)
Power PC 750 Proton SEU Data
— Registers (FPR, GPR, SPR)
-~ L1 Cache
- L1 Cache Tags/Flags
Discrepancy between facilities at 60-65 MeV
Comparison to earlier PowerPC 603e data

”

Introduction to Proton Tests on MPC750

* Proton tests more straightforward than heavy-ion tests.
— Done in air rather than vacuum
— Allow easy development and checkout of test hardware/software
— Provide estimate of device behavior in subsequent Hi tests
» Checkout of hardware/software in proton environment indicated
significant effect of program “hangs”.
— In our tests, processor needs to run successfully to identify internal
errors, therefore program “hangs” limit/negate data
— Program modified to reduce effect of “hangs”
. modified to minimi activity
« Hardware and software simplified as much as possible
— Test approach modified to mitigate effect of “hangs”
* JTAG probe used to capture pre- and post-beam register contents
* Strip Chart generated showing near real time register contents
* Use of jow-fluence runs produced good data with minimum “hangs”

Proton Facilities

Indiana University
- “Raw beam” is 200 MeV
~ Lower energies obtained by interposing Cu degraders
— Results in spread of energies, particularly with thick degraders
* Up1to 3.3 cm of copper used to degrade beam
¢ Tests with 60-MeV degraded beam overlap maximum energy at Davis
UC Davis
- Beamis tuned to obtain nominal desired energy
- Tuned energies from 15 to 65 MeV

— Corrections for air, window losses, DUT thickness required at
lowest energies

IUCF Beam Profile

Degrader Properties at IUCF

196 MeV Protons
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Proton Test Results for MPC750

Registers Tested with Ones or Zeros Loaded
— Saturated cross section 1073 cm@/bit for “1” to “0” transition
+ Cross section approximatsly three times lower for “0” to “1” transition
+ Explanation not known but probably due to differences in design of
register cefis and goomelry of intemnal transistors

-~ Threshold between 3¢ and 50 MeV
D-Cache Tested with Ones or Zeros Loaded

- Saturated cross section about a factor of two lower than Registers
— Threshold below lowest energy used at UC Davis (~20 MeV)

— No significant differences observed between Ones or Zeros

- L1 Cache Tags/Flags behave in a similar manner to Cache

- Explanation based on use of smali-area devices

* Smaller saturated cross sections

« Smaller Qg,, imphies lower recoll energy deposition {from nuclear
interaction) needed to produce upset

Upset Cross Section for FP Registers (“1” transitions)

Upset Cross Section for FP Registers (both transitions)
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Energy Dependence of Proton dE/dx (Dose) and

Discrepancy Observed at 60-65 MeV Proton SEU Error Rate (Nuclear Reaction )

Differences seen in SEU cross sections between IUCF and =TT
UC Davis at 60-65 MeV . Mass Stopping Power for Protons in Silicon o e ——t—]
~ Oycr approximately five times less than g, at 60-65 MeV T .
- Possible explanations include: \\ _ -
* Low-energy contamination of IUCF beam B : E..,x =]
~ Energy spectroscopy would determine amount of E sl B i £ -
low-energy protons prasent H Sh ‘s
« Poisson statistics i ™ g -
« Error in Cu degrader thickness 2 5 ol p
* Measurement errors \\
p— |
7 I TN YO DU B O |
% 0 wo "0 200 1
PROTOM ENERGY (MeV)
13 14

Comparison of Proton SEU Cross Sections for

Summary and Conclusions
Power PC750 and PC603e

Cross Section (cm2/bit)

1012 T

' ' ) T ! i Initial experiments performed at proton facilities allowed
checkout of test approach and modification of hardware and
software in simple particle environment.

T T T
ARSI

Discrepancy has been noted between SEU cross section
measured at JUCF and UC Davis.

Upset susceptibility of MPC750 registers is 3x higher when
storing 1's relative to storing 0’s. Energy threshold is ~15 MeV.
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Upset susceptibility of L1 data cache bits is symmetric, and the
energy threshold is below 15 MeV.

1014

Upset of L1 cache Tags/Flags remarkably similar to L1 cache
data bits.
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Gary Swift

Outline

PowerPC Family and 750 Architecture

Test Chronology

Degrading Heavy lons for LET Coverage
Detaits of Test Approach
Dealing with Test Problems

PowerPC Block Diagram

PowerPC Register Block Diagram

rvial
A

Inventory of Memory Cells in PowerPC 750

Chronology of Tests, FY00

PPC750 Features l'ested

Abbreviations Description # of bits
GPR Gengeral Purpose Registers 1024

FPR Floating Point Registers 2048
SR-SPR Special Purpose Registers 2560

Data Cache Data Bits Self-explanatory 256K
Data Cache Tags & Flag Cache Addresses 20K
Instyuction Cache Data Bits Self-explanatory 256K
Instruction Cache Tags & Flag  Cache Addresses 20K
TL.Bs Page Table Cache 1024 lines
L2 Cache Tags & Flag L2 Cache Addresses 40K

Table II. Test Chronology

Test# Date Facility Beam

1 Dec. 1999 UCF 60 - 200 MeV protons
2 Apr. 2000 ucp 20 - 63 MeV protons.
3 May 2000 ucn 20 - 63 protons

4 June 2000 TAM long-range heavy ions
5 June 2000 IUCF 60 - 200 MeV protons
6 July 2000 TAM long-range heavy ions

TUCF = Indiana Uaiversity Cycltron Facility, Rloomington, IN
UCD = University of California at Davis
TAM =Texas A & M Univessity Cyclotron, College Station, TX




TAM In-Air Irradiation Facility

[ Degrading Ne LET at Texas A&M

LET (in Si) vs. Degrader Foil Angie for 2°Ne (40MeV/iamu)
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Dealing with “Hangs”

Dealing with Thermal Problems

“Hangs” Interfere with Error Rate Measurements
~ Affect statistical uncertainty of measurements
—~ Difficult to categorize

Ways to Minimize Effect of “Hangs”

- Use very simple test algorithms
— Validate partial runs
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Section 7. Heavy lon Results

Steve Guertin

Qutline

— Specific Register Results
-~ Cache Results
- Processor Comparison

— Concluding Remarks

w

SEU Cross Section for Special Purpose Registers
{note: Low LET results mostly “pin wiggler” data)
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Practical Testing Issues

Flip-Chip Bonding
- Eliminates ability to “delid” device
— SEU testing still possible with extremely energetic ions
- Back irradiation provides an alternative approach
» Mechanical “thinning” reduces range requirement
* May not be equivalent to top irradiation

Power Dissipation
~ Power PC750 dissipates 6W at full speed
- Difficult issue in vacuum chamber
~ Heating may be worse for thinned samples

Upset Cross Section for Data Cache

* Cross Section (cm2/bit)
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Upset Cross Section for Cache Tags and Flaés

Device Cross Section (cm? for 1024 data lines)
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Comparison of SEE Cross Sections for the
PowerPC 750 and PC603e
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PowerPC 750

Power PC750 tests done by
irradiating thinned samples
from the back of the die.
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70

Conclusions

Registers storing 1’s are more susceptible than those storing 0’s.

This is consistent with the proton resuits.

Cache bits are equally susceptible whether storing 1’s or 0's.
This is also consistent with the proton results.

The L1 data cache tags and flag are roughly the same
susceptibility as the cache bits themselves. At this time, the
testing does not separate the susceptibility of 1's and 0's .
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Outline

« Introduction

» Model for Obtaining Proton Resuits from Heavy lon Data
» Model Results vs. Published Data

» PowerPC Results of the Model

« Conclusions

w

New Work Compared to Previous Work
on the Proton/ Heavy lon Relationship

All results previously derived from physical analysis (as opposed
to empiricat fits):
— Assume the RPP model
— Require suplemental information (RPP thickness or critical charge)
in addition to heavy lon data for predicting proton cross sections.

New Work:
~ Uses a more realistic physical model {(a continuous charge-
collection efficiency function instead of RPPs)
- Gives upper bound proton cross section astimates derived from
heavy ion data (no supplemental i ion or fitting p
required.)

A Relationship from Charge Collection Physics

Equation:
B(E) 1~ 1 doy, (L)
o, (E)ysi—| ——2——dL
pr(E) a IO L dL
where a is a constant and B(E) is from a table
From:

L.D. Edmonds, "Proton SEU Cross Sections Derlved from Heavy-ion Teat Data,”
IEEE Trans. Nucl. Sei., val, 47, no. 5, pp. 1713-1728, Oct. 2000.

Comparison with Published SEU Results

DATA MODEL

PART Ouufsm?)  Guuiem®)  RATIO
SMJ44100 TOE-7_| 1966 27
6226R 1567 | 9.8E-7 26
1BM 16MEG 2.1E8_ | 5.E8 27
MT4C1004C 38E-7 | 1.0E6 25
KM41C40002-8 3367 | B9E7 27
0168274 4269 | 31E8 7.4
OW 62256 8.7E-8 | 237 26
WMT4C4001 2967 | 1264 [%
HMB118 46E8 | 4768 10
628321 29E-8 | 5.0E8 17
25018 85E-10 | 2169 25
TC5141002-10 1064 | 2065 20
M 66656 3068 | 96ES 32
MB814100 10PSZ | 69IE-7 | 2.9 42
HYBS514100J 1.5E-6 25E-6 7
Luna ¢ 21E8 | 82E-8 39
D424100V-80 18E6 | 23E6 13
HME516 2569 | 1668 [ s

Comparison with Published Results (cont'd)

SEU (per bit): DATA  MODEL

PART Suafem?)  Guwfom?)  RATIO
Fairchild 931422 {bipolary $.4E-10 § 9BE-1 070
Samsung 16Mb 3.3V DRAM | 36E-14 | 74E-14 | 21
Hitachi 16Mb 3.3V DRAM 1.8E-14 | 2.4E-14 15
Micron 16Mb 3.3V DRAM 80E.15 | 1.9E-14 | 23
JBM 16Mb 3.3V DRAM 1.7€.15 28E-15 1.6
Latchup: N
DATA  MODEL
PART Ouilom?  Cuuiem?)  RATIO
AMD K5 microprocassor | 5669 [ 1968 | 34 ]
[ Hmss 162 (1985) [ 126570 2068 | 210




Checking PowerPC 750 Resuits

Conclusions

Registers were tested with both protons and heavy ions.

- Proton data at energies up to 51 MeV show the shape of the curve
well enough to extrapolate. Extrapolating gives a saturation cross
section of ~ 1 x 103 cm?/bit.

~ Heavy ion data used with the model predicts a proton saturation
cross section of 1.3 x 1013 cm2/bit for the registers.

The upper bound estimate for the proton cross section is very
nearly equal to the actual cross section measured for the
PowerPC 750 registers.
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Outline

* How Rates Are Calculated

* Rate Results

*» Conclusions

Coming Attractions

Specific Missions Considered for REE Applications

REE Fault Model Overview Arbi Karapetian
Error Rate Calculation Larry Edmonds
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Deep Space
Surface of Mars
600 km, 98° Polar Orbit
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Galactic Cosmic Ray Spectra for Different
Environments
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JPL Uses a Specific Flare for Design Purposes
—~ GCR fiuence approximately 1/ 10 that of October 1989 flare
— Exponential time model (t = 20 hours)

Proton Fluence
— Total fluence = x 10 p/cm? (> 30 MeV}
- Corresponds to P = 0.1 on Xapsos probability model

Error Rates Calculated on Basis of 24-Hour Day
— Peak error rates during the first few hours of a flare are higher

- Conventional SEE rates usually reported in errors/bit-day




Proton Spectrum Compared with Xapsos Model
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4Bl

The
REE System

Chassis 2

APRIL 35,2001 +  Karapetian, Jot Progulsion Laboratory

* Denotes a discretely tested component.
APRIL 25,2001 . Karapetian, Jet Propulsion Laboratory

JPL

REE Fault Model

* Inputs: Per bit fault rates; Specific to space
environment, and specified subsystem (i.e.
PCI bridge chip, caches, microprocessor
subsystems, memory, etc.)

¢ Outputs: Fault rates in specific
environment, for REE system, REE node,
microprocessor, and lower level subsystems
as necessary.

APRIL 25, 200) . Karapetian, Jet Propulsion Laboratory

) . ~ JPL
Assumptions and considerations

=The Foliowing discrete items have been 1ested on the Motorola PPC750 Microprocessor:
eMemory Management Unit(MMU) Translation Look-aside Buffers(TLBs)
*Registers: FPR, GPR, and SPRs
L1 Cache Data bits
L2 Cache Data bits
=11 Cache Tags & Flags
=12 Cache Tags & Fiags

«Analysis of available data on the above regions, shows two circuit types in the PPC750 with
distinct SEU rates. Register types, and Cache(memoty} types.

«The Bridge Chip and the Network Interface chips have not been tested, and are scheduled to
be tested in the current fiscal year. An eslimation of cirouit types in these chips has been made,
and numbers from similar circuit types in the PPC750 have been usad to calculate fault rates
for these chips in the fault model.

»There are a number of ined “hangs” while irradiating the PPC750 mi
during experiments, which are cumrently under investigation by the JPL Radiation Testing Group.

*Giate Fault Rates have not been observed in the faboratory experiments. The fault model
currently uses a factor of 0.00001°lateh fault rates, as a place holder. In the event jaboratory
expetiments show a different number, or verify a zero fault rate, this number can be changed to
update the fault rates.

APRIL 25,200} i Karapetian, Jet Propulsion Laboratory

JBL

Latch and Gate calculations

Two methods of calculating Latch and
Gate counts

First Method (Higher Accuracy):

* From Power PC750 Manuals, extract the number of
registers in each functional device (i.e. GP registers,
FP registers etc.), extract corresponding widths (in
bits), and get total number of bits.

PRI 25,2001 + Karapstian, Jot Propulsion Laboratory

JBL

Second Method (Lower Accuracy):

We know there are 6.35x 106 transistors in the Power PC 750.
At 4 ransistors/Gate = 1.6x10° Gates

.

We can estimate the percent area of each chip subsystem, by
measuring the corresponding die overlay region. (i.e. Integer
Units, Floating Point Unit, etc.)

Multiply the percent area from total, of the corresponding chip
subsystem by total gate count {1.6x10°) to get the number of
gates for the chip subsysiem.

Use an average gate 1o Jatch ration of 30 gates for each latch,
to calculate the number of latches in that region.(1* order
approximation, 10 be revised in the future)

APRIL2S, 2001 + Karapetian. Jot Propulsion Laboratory




ABL

Why have the fault Model?

» The fault model results will be verified against
radiation experiments in laboratory radiation
experiments of the system, and flight experiments,
in order to validate the results.

* To estimate fault rates, for devices which are not
accessible directly, or have not yet been tested.

+ To extrapolate fault rates, for next generation
Processors.

APRE. 25,2001 - Karapotian, Jot Propulsion Laboratory

Sampile calculation sheet for latch Faults (First Method) JpL
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Karapetian, Jet Propulsion Laboratory

Sample calculation sheet for Gate Faults (Second Method)

U area modei

Gato count
Gate fault rate (GFFY) :

GFR Gate Faults
Totals: 1,514E-05'
instruction sequencer 9.B4E13 2.393E-06:
integer units 1.181E-06;
fioating point Uit
ioad/stare unit
LiBeache

L1 Dcache conirol

L1 lcache control TT7ea7s:
DMMUTIBs . differsnt density.
IMMU TLBS ditferent density’
L2 cache tags different density
12 cache conirol and bus V(| 328083
PLL i 476.26
TAU 264,583
unknown 5450.42 §B4END

APRIL 25.2008 . Karapetian, Jet Propulsion Laboratory

Fault Model Results JPL

Average Rates (Fauit/Hour)

Mars Surface | Earth Orbit Interplanctary | Interplanetary | Interplanetary
(600Km-28°) | Space (Solar | Space (Solar | Space (Solar
Minimum) Maximum) Min. w/Flare)
Single REE
Node (100 Mit 0.02 0.21 025 .07 1924
Al Shielding)
20 Node REE
System (100 Mil 34 4.14 497 133 385298
Al shielding)
Environmental SEU rates per bit Nuraber of bils in each Total Fault Rate in Specied
From Radiation Tests(specific to circuit X tfunctional block (Speciic to Emvironment
type) circuit type) Per functional block

REE Node Fault Rate in Spectied Enviorement = S Total Fauh Rate i Spocitied
2 Per functional black

M Blocxs
INREE Nota

» Karapetian, Jet Propulsion Laboratory

APRIL 25,2001




Radiation Evaluation of the PowerPC 750
Microprocessor

External Peer Review
Section 11: Error Rate Calculations

Larry Edmonds

Outline

* Introduction

* Model Environments for REE

* Rate Results

* Conclusions

“

SEU Rate Depends on How Cross Section Varies with
Both lon LET and Incident Angle

SEU Rate Depends on How Cross Section Varies with
Both lon LET and Incident Angle (cont.)

Cosine law is usually assumed when plotting test data.

«Applies when active regions are thin enough so that lateral
variations in the charge-collection efficiency can be ignored when
comparing two points on the same track.

«The relevant quantity is liberated charge per perpendicular
depth, so the effective LET is ion LET divided by cos6.

\&

N - !

+ + i .
Track at Angle/ BN * _ Active Region
Liberates N g Normal-Incident |
More Charge + o= Track l

«Often an adequate approximation for suitably restricted tilt angles.

But the active region is not always thin enough for lateral variations in
the charge-collection efficiency to be unimportant, so the cosine law has
limitations.

sShould always fail at some sufficiently large tilt angle.

«Sometimes fails even at small angles.

Therefore, a more versatile model is needed for SEU rates.

The RPP Model

The traditional modet is the RPP model. it assumes that:

«Charge collected at a device node is the charge liberated within an
associated RPP.
The RPF Mods!

Track
+
~
e
Cotlacted Chatge M
Chersied mmpp

The RPP Model (cont.)

*A device confains a collection of geometrically identical RPPs
but with different susceptibilities, i.e., different critical charges
that collected charge must exceed for an upset.

«The gradual increase in a device cross section curve with
increasing LET is from an increasing number of contributing
RPPs.




Physics Doesn’t Matter Because
the RPP Model is Just a Fit

Physics Doesn’t Matter Because
the RPP Model is Just a Fit (cont.)

The assumptions behind the RPP mode! are not physically correct.

«Charge collected from ionization at a given location varies
continuously as the focation is varied.

*The increase in device cross section with increasing LET is largety,
if not almost entirely, from an increase in each bit cross section, as
opposed to an increase in the number of contributing bits.

«In particular, the physical assumptions behind the RPP model do
not predict multiple bit upsets from charge sharing.

The assumptions don't have to be correct because use of the model is
analogous to curve fitting.

The only requirement is that the dependence of cross section on LET
and direction be correctly described.

The goal is to select mode! parameters that will produce a fit to
measured data.

*A perfect fit to the normal-incident cross section versus LET curve
can be obtained by selecting an appropriate distribution of critical
charges.

*The directional dependence of the cross section is another issue.

Directional Dependence Implied
by the RPP Model

A Source of Error

The parameter describing the directional dependence is the ratio R of
lateral dimensions to thickness (the two lateral dimensions are usuatly
assumed to be equal).

oVery large R gives the cosine law.

*R=1 approximates an isotropic cross section.

*R=5 approximates the cosine law up to about 60°, with

progressively larger deviations from the cosine law at larger angles.

The objective is to select the R that best describes the directional
dependence (either measured or assumed) for the device considered.

The RPP thickness need not be the dimension of any physical
structure.

Therefore, the appropriate R should be determined from knowiedge of
the directional dependence of device cross section.

Unfortunately, test-ion range limitations prohibits testing at large angles,
so there is almost always some uncertainty in the directional
dependence.

A Source of Error (cont.)

For The PowerPC 750 Case...

Unfortunately, predicted SEU rates for hard devices are very sensitive
to the assumed directional dependence.

*For example, one assumption regarding the directional
dependence may predict that a hard device is completely immune
to iron, while another assumption predicts upsets from hits by iron
at sufficiently large angles.

*The two assumptions predict very different SEU rates.
Fortunately, predicted SEU rates for soft devices are less sensitive to

the assumed directional dependence (e.g., all assumptions agree that
hits by iron, at any angle, wilt upset very soft parts).

*All PC750 tests were at normal or | inci , sothere is no i
of the directional dependence. But the devics is soft anough s0 that predicted SEU
rates are fairly insensitive to R.

#In the absence of icting ir ion, we use R=5 as a best
guess.

A worst-cass R is a trial-and-error selection to obtain the Iangest calculated rate
(almost always produces the cosine law).

*Rates calculated from the two above R’s differ by about a factor of two {or less,
depending on the environment) for the PC750.

«Close enough to not warrant additional investigation. The R=5 rates were chosen.
sHowever, additional tests at angles might show that the estimates are too

conservative {e.g., if the cross section is nearly isotropic). This might be a
motivation for additional tests.




A Caveat...

The D Gache data do not extend to low enough LET to show the shape
of the cross section curve. Some modeling was used.

The cross section curve was ¢ i by a two-p curve (from
diffusion theory) [1] instead of the four-parameter Weibull function
because:

«The former curve was derived from charge transport physics while
the Weibull function was not.

oif: The device cross section is the sum of cell cross sections i.e.,
tests count upsets instead ot upset clusters when there are multiple-
bit upsets.
And: Data are free of cosine-law errors.
Then: Data do not saturate as fast as the Weibull function, and fit the
two-parameter curve better.
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New Model Fit Example
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Device 6 (FPGA, SFF, Ali 1 Pattern)
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A Caveat... (cont.)

The two parameters were selected to:

« Fit the available heavy-ion data.
« Make the proton cross section derived from heavy-ion data [2}
agree with the measured proton cross section.

Real data would be better.
« Predicted rate is sensitive to the way the data are extrapolated to
fower LET.
« Calculated rate could be too small.
» Additional testing is needed.

{1] L.D. Edmonds, "SEU Cross Sections Derived from a Diffusion Analysis,” IEEE Trans. Nucl, Sci.,
ol 43, 0. 6, pp. 3207-3217, Dec. 1996,

[2)1.D. Edmands, “Proton SEU Cross Sections Derived from Heavy-lon Test Data,” IEEE Trans.
Nucl. Sci., vol. 47, no. 5, pp. 1713-1728, Oct. 2000.




Proton Rates

Cross section for protons is assumed to be isotropic, S0 proton rates are
calculated by simply integrating the cross section (a function of proton
energy) with the proton spectrum.

Rates from trapped protons dominate rates from heavy ions at low
latitudes.
« Geomagnetic shielding attenuates the heavy ion spectrum.
« Severe proton environment during passes through the South
Atiantic Anomaly (SAA).
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Charge Collection Fundamentals:
The Importance of Diffusion

Larry Edmonds

[7 The First Step After an lon Hits a DR

After an ion hits a reversed-biased pn junction depletion region (DR),
the first step is a DR collapse.

* Some of the liberated carriers are rearranged by the strong
electric field in the DR until the formerly unshielded impurity
(doping) ions become shielded.

* What was formerly a spacs charge region (the pre-hit DR} is
now quasi-neutral, i.e., the DR is essentially removed.

*Only a small fraction of the liberated carriers are needed to do
this. Nearly all of the initial track is intact and in a quasi-neutral
region.

The First Step After an lon Hits a DR (cont.)

|

The collapse stage is effectively instantaneous from the point of
view of charge collection at the device contacts.

« The rearrangement of carriers in the device interior is so
fast that it is accompanied by very little charge collection at
the device contacts. -

oThe significance of the coltapse stage is to set up the initial
conditions for the recovery stage that follows

ﬁ The Recovery Stage J

Nearly alf charge collection at the device contacts is during the
recovery stage.

At the stan! of the recovery stage, the DR width is almost zero, so
essentially alt of the track is outside the DR (in the quasi-neutral
region).

Carriers in the region formally occupied by the pre-hit DR are not
"promptly” collected because they are outside the post-hit DR.

As recovery progresses, the DR boundary (DRB) gradually moves
deeper into the device interior as the DR gradually regains its
original width.

l

A Low-Order Approximation for Charge Collection

]

A particular approximation for charge collection has been called
"low-order” because it ignores DRB maotion.

The strong electric field in the DR prevents majority carriers from
entering it.

» Under static conditions (no DRB motion), this implies that
there is zero majority-carrier current in the quasi-neutral region
near the DRB.

« Therefore, the potential distribution in the quasi-neutral
region becomes whatever it must be to make the majority-
carrier drift current balance the majority-carrier diffusion
current (the existence of a potential distribution in the quasi-
neutral region has been called "funnsling™).

A Low-Order Approximation for Charge Collection (cont.l]

ion hits produce high-density conditions (the carrier density greatly
exceeds the doping density).

« Under high-density conditions, the electron and hole
densities have nearly equal values and gradients in the guasi-
neutral region.

» Therefore, majority-carrier drift being equal to majority-carrier
diffusion near the DRB implies that minority-carrier drift equals _
minority-carrier diffusion near the DRB. ’

« But the minority-carrier currents add to instead of subtract
from each other, so half of the total current is minority-carrier
drift, and the other half is minority-carrier diffusion.

« Stated another way, the current is twice the minority-carrier
diffusion current.




A Low-Order Approximation for Charge Collection (cont.)J

To the extent that the low-order approximation applies, the current
is twice the minority-carrier diffusion current [1],[2).

DRB motion upsets this condition and is one source of error in the
low-order approximation.

[1] L.D. Edmonds, "Charge Collection from lon Tracks In Simple EP! Diodes," IEEE
Trans. Nucl. Sci., vol. 44, no. 3, pp. 1448-1463, June 1997.
{2] L.D. Edmonds, *Electric Currents Through lon Tracks in Silicon Devices,” /EEE
Trans. Nucl. Sci., vol. 45, no. 6, pp. 3153-3164, Dec. 1998.

Calculating the Diffusion Current

The diffusion current is calculated from the minority-carrier
diffusion coefficient together with the gradient of the carrier
density.

The gradient is calculated by solving an equation together with
boundary conditions.

The equation describing the carrier density (not flow, but density)
is the ambipotar diffusion equation.

Calculating the Diffusion Current (cont.) ]

Boundary conditions are from another approximation.

« Although high-density conditions apply at the DRB, the carrier
density there is stili much less than elsewhere on the track.

» Therefore, an approximation treats the DRB as a sink, i.e., the
carrier density there is approximated as zero for the purpose of
estimating the gradient from the diffusion equation.

« This is another source of error in the low-order approximation.

l Comparison with a Simulation Result

SREHS

A simple diode was
simulated: a device with
rotational symmetry.

Comparison with a Simulation Result (cont.) J

Comparison of collected charge calculated from the fow-order
approximation to the simulation prediction.

Comparison with a Simulation Result (cont.) ]

For t less than 2 ns, the low-order approximation predicts too much current.

» The assumed sink-like boundary condition is a bad approximation at
very early times.

» The over-gstimation in the current persists for less than two-tenths of
a nanosecond, but the collected charge is cumutative, so its error
persists for a longer time.




Comparison with a Simulation Result (cont.)

Then the curves come together.

« DRB motion enhances the actual current, but is not included
in the model, so the actual collected charge catches up to the
model prediction at about 2 ns.

« The curves then stay fairly close together untit 100 ns.

The curves diverge again after 100 ns.

» The model assumes high-density conditions for all t, which is
incorrect at very large t.

= Most of the charge that ever will be collected was collected
during the first one-hundred ns, so the erroneous assumption
produced only a moderate error in the predicted collected
charge.

L Comparison with a Simulation Result (cont.)

]

If the time scale of interest is measured in nanoseconds up to 100 ns,
the agreement can be made to look better by using a linear time axis
14

Comparison with a Simulation Result (cont.)

]

« If Fig. 3 adequately represents the time scale of interest, then the
low-order approximation, which is a diffusion calculation, did a
pretty good job.

» For other time scales that might be of interest, the diffusion
calculation predicted too much current.

« While erroneous assumptions can make the calculated collected
charge from diffusion too large, it is never negligible compared to
the actual collected charge.

«» Diffusion is always important.
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Proton Model Fit (cont.)

Approach Used for Rate Calculations

Modified “RPP” Model
— Assumes “cosine law” applies to angles of 70°
- No explicit assumption of collection depth

~ Charge at more extreme angles generally *shared” with other
nodes

Power PC750 Has Shallow Epitaxial Region
‘ ~ Reduces charge collection from remote regions
— Also reduces importance of charge diffusion at later times

Other Devices May Have Thicker Charge Collection Regions
- Most advanced commercial memories use bulk substrates
~ Complicates charge collection issue and assumptions
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Heavy lon Model Fit (cont.)

Device Crass Seation (em?11024 Nnes)

Processor Error Rates for Registers

Space Envieonmaent Errors par bit-day
Interplanetary Space
Solar minimum GCR 84L7
Solar maximurm GCR 2387
Fare [100 mil shieic) 35E4
Martian Surface $5E-8

L

Processor Error Rates for Registers

Processor Error Rates for Registers

Space Environment Errors par bit-day
Earth Orbiter (600 km, 28 degree)
6eR 1568
Trapped Prowons 5767
Earth Orbiter (600 km, 98 degree)
Solar minimum GCR 2487
Solar maximure GCR 7268
Trapped Protons 2767
Flare (100 mfl shield) 5865

Space Environment Ervors per bit-day
intecpianetaty Space Flare {protons + ions}

60 ent 2083

Shietd Thickness {Af equiv} 100 mit 3584
250 mi 198-4

Eanh Orbiter {00 ki, 98 degras)

S0 mit 5082

Shield Thickness (Al equiv) 100 mit 5865
250mi 3588

—

Peak Rates for Registers

Processor Error Rates for Data Cache

Spat
Interplanetary Space

Flare (100 mil shield} 46
Eanth Orbiter (600 km, 28 degres)

GER 10

‘Trapped Protons )
Earth Orbiter (600 kon, 98 degree)

Solar minsmurn GCR 39

Solar maximum GCR 32

Trapped Protons 57

Flare (100 enil shield}

‘Space Environment Errors por bit-day
interplanetary Space Flare (protons + ons)
&0 il 1963
Shietd Thickness {Al equiv) 100 il 38E4
20mil 1884
Earth Orbiter (500 km, 98 degras)
6omit ABE4
Shield Thickness (Al equiv) 100 mit BRES
250mil 3565




Data Cache Error Rates

Data Cache Error Rates

Space Environment Errors per bit-dey
Space Environment Ervos per bit-day Earth Orbiter (600 km, 28 degree)

. Imerplanerary Space GCR 1768

Sclar minimum GCR 7087 Trapped Protans 3767
Solar maximum GCR 1967

Fizre {106 mil shield} 3BEA Earth Orbiter (500 ki

Solar minisnum GCR 1967
Martian Surfs 5068

" Solar maximum GCR 6468

Teapped Protons 1867

Flare {100 mi shiekd) 8085

13 14
Conclusions

Data Cache Peak Error Rates

s, i Ratio Peak-t0-A
Sp: g Rate|

interplanetary Space
Flare {300 mif shield) 42
£arth Orblter {600 ki, 28 degrae)
GCR 10
Trapped Protons

Earth Orbiter (600 krn, 98 degres)

Space Error Rates for PC750 at Chip Level

Deep Space (Galactic Cosmic Rays)
— Errors in registers and cache approximately every other day
« Without cache, errors approximately every month
* However, tuming off cache adversely affects performance
- Crashes may also occur (can’t quantify well at this stage)

Solar Flare

— Error rates approximately 400 times higher
- Several hundred errors during “design-case” flare (24 hours)

Solar mirimum GCA 37 Earth Orbiting Applications
Sofar maximur GCR 30 — Daily average rate higher, dominated by trapped protons
Trapped Protons s ~ Solar flare increases error rate by factor of 40
Flare (100 mit shieid) Y
15 16
L Conclusions

« Proton rates tend to dominate heavy ion rates for environments
with significant proton components:

» Earth Orbit (due to trapped protons)
 Large Flares
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Recent Testing

Tests of TLB's (page table cache)
— Low energy proton at UC Davis
— Heavy ion testing at Texas A&M

Tests of G4 (MPC7400)

- Low energy proton at UC Davis
- Heavy ion testing at Texas A&M
Tests of IBM PPC750

Gary Swift - Heavy on testing at Texas A&M
Tests of L2 Tags & Flag

- Low energy proton at UC Davis

— Heavy ion testing at Texas A&M

Next Steps Next Steps (cont.)

Complete Motorola XPC750 Tests
- High energy protons of TLB’s and L2 tags and flag
— Fillin heavy ion LET “holes” in data, especially very low LET
— More tests of L1 instruction cache
- Develop branch table cache test (?)

Associated Circuitry
- Complete three manufacturers’ cache SRAMs
— Begin testing a PCI bridge chip
= Socketing yellowknife has not worked
* Must buitd custom test card

Complete tests of IBM PPC750 and Motorola G4

More dynamic operations testing (using FPU test)
- Find LET threshold

— Look for scaling effects using G4

— Look for scaling effects using smaller 750

Further Steps

Known Problem Areas

Conduct a major campaign investigating hangs
- Developing custom hardware to halt processor immediately
— Capturing device pin states with logic analyzer
* Any illegal states ??
* When do errors (and what types) propagate to the pins?
~ Can more types of hangs be caught ?
* More trapping possible ?
* Atleast, identify and classify more types

Continue to push toward fully understood “application
testing”

- Can error medel be validated this way?

- Error detection in “new” programs possible?

Test scaled versions of PowerPC family for comparisan

Need tests of angular response to heavy ions

- Experimentat data is critical to upset rates (validate or
invalidate that R=5 for RPP aspect ratio}

Need to analyze data for:

~ Hang information and ballpark rates

~ Multiple upset bits from single events

— Different register responses, especially within SPR type

Need to measure lower LET cross sections
- Upsetrate is particularly sensitive to our assumptions here

Could investigate 60 MeV proton discrepancy
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